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Abstract

The system for documents ex-
change in one faculty is one of the most
important part of program support of
them. The purpose of paper is to pre-
sent one possibility for using PHP,
MySQL and Apache for realization of
this system. The present web based
system is applicable for different facul-
ty. The real application of this product is
present and running in web. The securi-
ty system was developed.

1. Introduction

The FMNSwebDoc is an attempt to
make web based systems for document
storage. The instruments used for this
realization are PHP and MySQL. This
system is orientated in UNIX based
servers such as Apache.

Documents are the basic building
blocks of FMNSwebDoc. The software
has possibility of doing the instance of
documents from basic templates. All
processes are done in Internet.

Other very important parts are the
users. Each user has their own login
name and password. Users can only al-
ter items that they own, or that they
administer. This means that individual
users cannot make changes to other
users' items. There are two special
types of users:

e Users can be made into administra-
tors (also known as 'superusers’).
This overrides the normal access
controls; an administrator can alter
or edit anything.

e Restrict users are the persons how
use this software only in his work.
Most projects or tasks have a group

of users working together in one specif-
ic area. A usergroup is a group of users
who share a similar work area. Notifica-
tion emails can be sent to the
usergroup, rather than just an individual
user. This is available now and
usergroups respond to the departments
in faculty.

FMNSwebDoc has been developed
on Red Hat Linux 9.0, Fedora’2006 and
Debian (stable/testing) and run in a
production environment with initially,
PostgreSQL, and later MySQL data-
bases. FMNSwebDoc will only run on
PHP 4.2.0, or higher [1-4]. Earlier ver-
sions of PHP do not support $ POST,
$ GET or $ REQUEST global arrays,
which are necessary for FMNSwebDoc
to function. The setup program of the
system check for early versions of PHP
and will record an error.

2. Basic conditions

With a web server such as Apache
and MySQL, you have most of what
you need to develop a web database
application. The key glue you need is a
way for the web server to talk to the da-
tabase; in other words, a way to incor-
porate database operations into web
pages. The most popular glue that ac-
complishes this task is PHP.

PHP is an open source project of
the Apache Software Foundation and
it's the most popular Apache web ser-
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ver add-on module, with around 53% of
the Apache HTTP servers having PHP
capabilities [1-3]. PHP is particularly
suited to web database applications
because of its integration tools for the
Web and database environments. In
particular, the flexibility of embedding
scripts in HTML pages permits easy in-
tegration of HTML presentation and
code. The database tier integration
support is also excellent, with more
than 15 libraries available to interact
with almost all popular database serv-
ers. Apache, MySQL, and PHP can run
on a wide variety of operating systems.

PHP is a simple yet powerful lan-
guage designed for creating HTML con-
tent. PHP runs on all major operating
systems, from Unix variants including
Linux, FreeBSD, and Solaris to such di-
verse platforms as Windows and Mac
OS X. It can be used with all leading
web servers, including Apache, Mi-
crosoft 11S, and the Netscape/iPlanet
servers.

The language is very flexible. For
example, you aren't limited to outputting
just HTML or other text files — any do-
cument format can be generated. PHP
has built-in support for generating PDF
files, GIF, JPG, and PNG images, and
Flash movies.

One of PHP's most significant fea-
tures is its wide-ranging support for da-
tabases. PHP supports all major data-
bases (including MySQL, PostgreSQL,
Oracle, Sybase, and ODBC-compliant
databases), and even many obscure
ones. With PHP, creating web pages
with dynamic content from a database
is remarkably simple.

Finally, PHP provides a library of
PHP code to perform common tasks,
such as database abstraction, error
handling, and so on, with the PHP Ex-
tension and Application Repository
(PEAR). PEAR is a framework and dis-
tribution system for reusable PHP com-
ponents.

The conception of development of
FMNSwebDoc is present in fig.1. There
is present three tiers corresponding
with three level of communication. The
first level is communication between
client and server. The requests are
available by Internet. Next level of
transfer of requests is reports from da-
tabase.
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Fig. 1. Schematic of transfer of requests
in FMNSwebDoc

The main advantages of this struc-
ture are: high security level, speed, se-
parate of task and optimization of req-
uisite hardware devices.

Most of the services we enjoy on the
Web are provided by web database ap-
plications. Web-based email, online
shopping, forums and bulletin boards,
corporate web sites, and sports and
news portals are all database-driven.
To build a modern web site, you need
to develop a database application.

The original FMNSwebDoc code
was specifically written for a Postgre-
SQL database. The code now has a da-
tabase abstraction layer and runs either
MySQL or PostgreSQL. A calendar sec-
tion and setup programs have been
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added. Documentation for the program
has been written. Work has also been
done to enable FMNSwebDoc to work
with  Unicode (UTF-8) and other
multibyte encoding systems. This is of-
fered as an optional alternative, since
MySQL prior to version 4.1 and PHP
prior to version 4.3.0 have poor
multibyte support.

The database types in the config file
are:
e Postgresgl => PostgreSQL

abstraction layer.
e Mysqgl => standard MySQL

abstraction layer
e Mysql_innodb => MySQL

abstraction layer with innodb trans-

action support

In setup the administrator have pos-
sibility to choice on of them.

PostgreSQL is an Object-Relational
Database Management System
(ORDBMS) that has been developed in
various forms since 1977. It began as a
project named Ingres at the University
of California at Berkeley. Ingres itself
was later developed commercially by
Relational Technologies/Ingres Corpo-
ration. In 1986 another team led by Mi-
chael Stonebraker from Berkeley con-
tinued the development of the Ingres
code to create an object-relational da-
tabase system called Postgres. In
1996, due to a new open source effort
and the enhanced functionality of the
software, Postgres was renamed to
PostgreSQL, after a brief stint as
Postgres95 [4]. The PostgreSQL pro-
ject is still under very active develop-
ment worldwide from a team of open
source developers and contributors.
PostgreSQL is an open source project.
Open source by definition means that
you can obtain the source code, use
the program, and modify it freely with-
out the confines of proprietary software.
In the database world, open source
means that you have honest access to
benchmarking numbers and perfor-
mance statistics, which companies

such as Oracle prohibit. Open source,

also means, that you are free to modify

PostgreSQL to fit your particular needs.
The database used transactions.

The PostgreSQL abstraction layer al-

ways uses transactions because:

e They provide better data security in
the event of power failure or hard-
ware/software crashes during data-
base write operations. Incomplete
data is not witten to the database,
and data corruption or loss is avoi-
ded.

e Without transactions it is possible
for two users to alter the same data
simultaneously, leading to data cor-
ruption. With transactions this is
prevented by design.

The mysqgl_innodb abstraction layer
also uses transactions. For MySQL
version 4.0, and above, innodb data-
base support is enabled by default. For
these versions (and configured 3.23.xx
versions) it is recommended that the
database be created with the
mysql_innodb database creation script,
and the mysqgl_innodb abstraction layer
is used. For MySQL version 3.23.xx the
database server must first be correctly
configured to allow innodb databases to
be used.

3. The web based system
FMNSwebDoc

The scheme of the necessary tables
in database is show in fig. 4. These ta-
bles are creating in case of choose
MySql database. All tables are 14.

After creating of these tables is exe-
cute this two rows for initialization of
“users” and “config” tables:

INSERT INTO users (id, name, fullna-
me, password, email, admin, deleted)

VALUES (1, 'admin’, 'Administrator’,
'0192023a7bbd73250516f069df18b500
, 'please_edit@my_domain.com’, 't', 'f');
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INSERT INTO config (globalaccess,
groupaccess, project_order, task_order)

VALUES (‘checked', ", 'ORDER BY
name', 'ORDER BY name’);

users usergroups_users contacts tasks forum
§ logins " ” i
PK |id 090 PK |id PK |id PK |id
PK |id
name 12 | usergroupid firstname 12 |parent parent
11 |fullname 11 | userid 12 |user_id lastname 13 |name 11 |taskid
password 11 |session_key company text 12 |posted
email ip tel_home created text
admin p P lastaccess gsm edited userid
private ocuments_files fax 11 |owner usergroupid
guest PK |id tel_business creator
deleted login_attempt address f|n|shedft|.me
fileid postal 14 | documentid seen
filename city 16 |deadline
usergroups size note§ priority
description name email I7 |status .
PK |id uploaded i added_by 15 |taskgroupid 1 |taskid
uploader last_attempt date |astforumpost 2 | userid
11 |name mime user_id usergroupid time
description 11 |taskid globalaccess
private groupaccess
config lastfileupload
contacts_tasks completed
completion_time
maillist email admin archive
reply_to contact_id
email_from g
f lobalaccess sk
email g
groupaccess taskgroups
owner
usergroup PK |id
document_order
task_order i |name
description

Fig. 2. Scheme of tables in database

Actualy, when finished the setup pro-
cedure we have one “super user”: “ad-
min” with password “adminl123”. With
this account we create other accounts
for each department. This data is re-
membered in “user” table.

For every department is created in-
dividual “usergroups”, the data are in
the same name table. We have and in-
terstitial table — “usergroups_users”.
This table includes information for cor-
respondence between user and
usergroups, and for rapid recognition of
usergroup of some user.

Every document generated by sys-
tem, must by uploaded on the server.
This procedure is manual, because the
number of generated from templates
documents in real is much more them
the necessary and if all of these docu-
ments are uploaded automatically, the
stability of system will be in danger. The
information about these files is in “doc-

uments_files” table. The procedure for

upload is shown in fig. 3.

Other very important tables are:

e “config” table — the table with value
for main variables. This is initial val-
ues when system started

e “contacts” table — information for
people in this work area.

We have and the table for forum.
The form is place where every user
have possibility to discussed with other
users a theme how is important for all
department.

When the program is started on the
monitor is display the login. There is do-
ing the check for user and privileges. In
FMNSwebDoc are recognized two main
accounts: administrator and user.

This process covered main aim of
this system, namely creation of a cata-
logue for uploaded documents in one
department.



CEMA’06 conference, Sofia

53

Tasks are another part of documen-
tation process in faculty. For this are
create three tables:

o ‘“tasks”
o ‘“taskgroups”
e ‘“contacts_tasks”

The names of tables are completing
eloquent and the fields of these tables
are present in fig. 2.

For assure the login was created
two tables in database “login” and “log-
in_attempt”.

ot a3
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Fig. 3. The process for upload of filles

When is logged a user with adminis-
trative privileges it see the screen
shown in fig. 4 and when is logged a
user with users privileges it see the
screen shown in fig. 5.

The user how is logged with users
account was making:

- create the documents from tem-

plates;

- up-load of the instance docu-

ments;

- make archive from available

documents;

- adding the new records in

address book;
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Fig. 5. Users start screen

The user how is logged with admin-
istrative account was making the same
thinks like users plus:

- changes in administrative ac-

counts;

- create new accounts;

- assignment of usergroups;

corresponding with departments;

- e-mails settings;
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- tracking of the activity of system;

- founding of banks for docu-
ments;

- definition of task for usergroups;

Realization of this aims was making
with creations of the PHP scripts. The
uploading documents are saving in da-
tabase. The systems save documents
with uniqgue numbers. This numbers are
two — one how is output number and
second is input number. FMNSwebDoc
has possibility for tracing the road of
document and in the every moment is
available at with office is situated. This
possibility is available only for adminis-
trative accounts.

4. Security

FMNSwebDoc has been coded with
strong security measures. In practical
use FMNSwebDoc security has proven
to be very robust. Practical measures to
enhance security include:

e Shift the uploaded file directory to
outside the web server root.
FMNSwebDoc can write to any-
where in the file system. Check that
the web server has write permis-
sions for the chosen directory. This
prevents uses uploading files, then
navigating to the upload directory
with a browser and executing the
file.

e Shift the config file out of the web-
server directories. You will need to
alter the file [FMNSwebDoc]/path_
config.php and add the new path to
the include_path directive in php.ini.

e Shift the program files out of the
webserver directories. You will need
to alter the file [FMNSwebDoc]
/path.php and add the new path to
the include_path directive in php.ini.

e Use a non-root user for the data-
base. The database users have mi-
nimal privileges, and not are able to
create and/or delete tables.

e Make sure that Apache configuration
allows .htaccess files to set <Limit>
in FMNSwebDoc directory. FMN
SwebDoc uses .htaccess files exten-
sively to protect subdirectories.

e Make sure the file [FMNSwebDoc]
/config/config.php is not world writa-
ble and not owned by the web serv-
er user.

e Use an SSL layer for access with
FMNSwebDoc. Delete unnecessary
files. For instance the
[FMNSwebDoc]/setup directory and
[FMNSwebDoc]/update.php.
FMNSwebDoc is not tested nor sup-
ported on Microsoft IIS.

5. Conclusion

The present paper describes the de-
veloped web based system for docu-
mentation exchange in faculty. Based
on analysis a decision was made for
the operating system, web server, and
dynamic pages platform is done. The
functional diagram of the software and
for the security design are proposed.

The real application of this product
is present and running in web at ad-
dress:

www.sec.swu.bg/pmf_doc/index.html.
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