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Abstract – The paper presents a model of fail-safe finite state ma-
chine with self-modifying functions. Self-modifying functions
are fail-safe and change automata states, ordered by a safety
set of conditions.
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I. Introduction

Finite automata (FA, FM) are one of methods for mathemati-
cal description of discrete event systems. Fail-safe finite ma-
chines (FSFM) are a subclass of main automata class. [1-3]
This class includes two types of function:

— normal (conventional, work) functions;
— fail-safe functions.
Fail-safe functions used to achieve a high-level of safety

and security it case of hazardous fault in conventional opera-
tions.

Definition 1: Finite machine (FM) is a 6-tulpe

�� � ������� ������� 	
����� (1)

where � � ���� ���� ��� is input alphabet of FM, � �
��� ���� �� is output alphabet of FM.������ ���� ��� is inter-
nal set of automata states. ������ is automata states function
and 	
���� is automata output function.

Formal description of automata behavior is given:
����
���� �� � ��������� �����
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(2)

Fig. 1 presents an abstract FM.
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Fig. 1. Finite state machine

Definition 2: Fail-safe behavior is each automata transac-
tion that changes current state to safe state after hazardous
fault detection [1].
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Fig. 2. Fail-safe finite machine

Definition 3: Hazardous failure is a failure that changes
current state to a dangerous state [2].

Definition 4: Dangerous input sequence is each sequence
of input alphabet that puts automata to a dangerous state [2].

For successfully recognize a kind of automata states
should by defined criteria for fail-safe behavior and criteria
for safety fault classification, described in detail in [1-3].

To achieve fail-safe behavior FM abstract structure on
Fig. 1 extends to FSFM structure Fig. 2

II. States Ordering by Fail-Safe Degrees

The paper presents another point of view about the automata
states. For most of fail-safe finite machines have possibility
to define a linear ordered relation between their states [4,5].
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Fig. 3. Fail-safe state order
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Each set of automata states should by presents as:

�������� �

��

�

�
��� �������� (3)

where: �������� is a set of all FM states and �
����������
is a set of FM states with equivalent fail-safe degree, � �
��� ����� where � � ������
�������� and � � ��� ������ is
number of all internal states with same fail-safe degree [4,5].
The automata states should by present as follow (Fig. 3):

Fig.4 FSFM with state
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Let FM A is a reverse counter with input alphabet � �
��� �� ��; output alphabet � � ��� ��; and set of internal
states: ���� 	� ���� ��. FM model is presents in Table 1.

Table 1. Reverse counter

FM recognizes each valid input sequence with a set of final
functional states

����� ������� � �	� 
� �� �� ���� ��	��

A sample distribution to subclasses is:
��������

�
������ ��� � �	� 
� ���
�
������ �	� � ��� �
� ��� 
� ����
� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �
�
������ ��� � ���� ���� ����

(4)

For each subclass defines fail-safe degree (���). A fail-
safe relation orders ��� as follow [4]:

������  ����  � � �  ����  ������� (5)

For Subclass set defines a map function to ��� set:
��������

�
������ ��� � �����
�
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�
������ ��� � �����

(6)

III. Fail-Safe Reconfiguration Functions

Structure of a Fail-Safe Automata with State Restriction is
present on Fig. 4. To realize new self-modifying function
Del() should by defines it as follows:

��!� � ����������� � ������������

����������������� " �������������������
(7)

Definition 5. Del(.) function is fail-safe function if:

1. ����������� is FSD ordered set;
2. ���� � ������������� ��� � ��������������;
3. Each possible input sequence FSFM maps as follow:
– if ���� is valid input word then

���� � ���� ���� ��� � ����� ����������������;
– else:

���� � ���� ���� ��������� ��#$ ����������������

4. After Del(.) contraction, subtraction subclasses are total
inaccessible.

IV. Conclusion

The paper presents a model for self-modifying fail-safe fi-
nite state machine and definition for fail-safe self-modifying
function.

Self-modifying property based on automata states contrac-
tion, witch subtract dangerous states for each detected haz-
ardous fault.
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