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Abstract - A new approach for audio watermarking in the
phase-frequency domain is presented, based on the Inverse
Difference Decomposition with Complex Hadamard Transform.
The main advantages are the absence of quantization noise, the
lower computational complexity and the ability for the owner of
the audio contents and for the authorized distributors to insert
different watermarks in the protected audio signal.
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|. INTRODUCTION

In correspondence with the up-to-date methods for audio
watermarking [1,2], the watermarks are inserted in the time- or
frequency domain of the audio signal, using some kinds of
masking effects, which concern the sound perception in
accordance with the human auditory system (HAS) [3]. In
order to make the distortions, resulting from the watermark
insertion in the time domain smaller [1], the watermark is
presented as a pseudo-noise binary sequence, which is added
to the corresponding discrete values of the audio segments. In
the cases, when the watermarking is performed in the audio
signal spectrum [2], usually are modified the amplitudes and
the phases of selected complex low-frequency coefficients,
obtained using one of the known discrete linear transforms:
Fourier, Fourier-Mellin, Radon, etc. The second approach was
developed for discrete cosine and wavelet transforms [4], for
which the corresponding spectrum coefficients are real
numbers. In this case is used modulation of selected cosine
coefficients in the middle-frequency band of the audio signal,
or the pseudo-random sequence is inserted in some
components of its wavelet decomposition. The basic qualities
of the spectrum approach for watermark insertion [1] are its
practical inaudibility (transparency), the high resistance
against pirates and fraud attacks, audio compression, time
scaling, amplitude corrections, linear and nonlinear filtration,
noising and applying of special effects.

In this work is offered a high-efficient method for audio
watermarking, based on the modification of the phases of the
spectrum coefficients in every level of their Inverse Difference
Decomposition (IDD) with Complex Hadamard Transform
(CHT), in correspondence with [5].

Il. MATHEMATICAL DESCRIPTION
Audio Watermarking Based on IDD with CHT.
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The new principle is based on CHT of the discrete audio
signal components x(k) for k=0,1,.,N-1 and N=2"
decomposed with two-level IDD, with number 1=0,1:

x(K=xXo(K}+€g (K)+ey(k) - M

For the level 1=0 the component Xy (k) is described with
the approximation model of x(k), defined by the relations (2):

Xo(K=CHT Ry[y o(u)B, yo(u) = CHT[X(K)] , k,u=0,N -1,
The operators CHT[e] and CHT[e]™ represent the direct

and the inverse CHT of the signal x(k), by (3):
N-1 N-1

Y= XK =Yre @) +Yim (@) X0 = D YO WK
k=0 u=0

where: Yre(U) and ym(u) are correspondingly the real and the
imaginary part of the complex coefficient
y(u)=M(u)exp[jo(u)], M(u) and o(u) represent the
amplitude and the phase spectrums of the audio signal x(Kk),
and t(u,k) and t"(u,k) are the elements of the matrices for the
direct and inverse CHT:

tuk)=""Khuk) ; t* UK ="nuk), ()
1 for n=2;
h(U,k) = lﬂ[(_l)Lu/Z”lJLkIZ”lJ for n =3,4’_“ (5)
r=3

Here L*J is an operator, which represents the integer part of
the result, obtained after the division.

For the level I=1 at first is defined the zero difference
eo()=x(K)Xok), from which is calculated its
approximation model:

85 (W=CHT {F1lyi (U}, yi(W=CHTleo(K)] fors=12. (6)

Here for s=1 the components &3(k) and y3(u) are defined
from the difference eqg(k), when k=0,1,..,(N/2)-1. For s=2
these components are defined from eg(k), when
k=(N/2),(N/2)+1,..,N-1. The operators Fq[.] and F4[.] represent
the filtration of the spectrum of every segment in the levels
I=0,1 of IDD, consisting in truncation of a selected part of the
spectrum coefficients. The retained coefficients must be even
number, complex-conjugated couples.

For the inverse CHT the “truncated” coefficients should be
substituted with zeros. The last, residual component in the
decomposition of Eq. (1) is defined as:

e1(K)=eo (K)-€5 (k) , fors =1, 2. (7)

In particular, in case, that from the spectrum of every
segment in the levels 1=0,1 are selected the complex-
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conjugated coefficients with frequencies u;=4m+1 and
u,=4m+3 only, is obtained:

Yo(U)=CHT XK=y ore (U Y orm (U)=Y3 (U) (®)
Mo(u)=Mo(Us),  @o(Uu1)=—0o(u,) , ©))
y1(Uy) =CHT[eo(K)]=Yire (U1)+] Yiim (U1)=Y: (U,) , 5=1,2, (10)
MiU)=M;:(u,) ., @1 (u)=—;u,) (11)
The watermark elements w;, which are inserted in the levels
I=0,1 of IDD, modify the phases ¢;(u;) and ¢@;(U,) of the

corresponding spectrum coefficients y;(u;) and y;(uy) in
accordance with:
O (U= @ U)W (UY) |, Py U2)=—0y (Uy) -

In the level I=1 of IDD for every value of s=1,2 could be
changed the corresponding phases ¢; (u;) and ¢;(u,) of the

(12)

two coefficients couples y;(u,) and y;(U,), i.e. there could

be inserted two different values wi(u;) and wZ(u,). In order

to retain the subjective quality of the watermarked signal equal
with that of the original one, the maximum value of every
element of the watermark w; for a given IDD level must be
restricted in correspondence with the requirement [w;|<0,05
rad (<3%). This ensures practical inaudibility of the changed
phases of the spectrum components with frequencies (u;) and
(uy) in the two IDD levels, in case that the sequence of w,
elements has a pseudorandom structure, without zero values.
The requirement for watermark sign secrecy is answered
performing the function “exclusive OR” for every w; element
with its corresponding element from the pseudorandom
sequence, which represents the chosen secret key.

The audio signal X{N(k), watermarked in accordance with
Eq. (14) for the level | of IDD is correspondingly:

X0 =Xow (Keo (k) =Kou (+x(K)Xo(K) for 1=0,

X, (K)=X gy (K1HE5, (K)+eo(K)—E5 (K) for 1=1 and s=1,2

(13)
(14)

Here x9(k) contains the element wp, and x3,(Kk) -
respectively the elements wo, Wi and wf.

The components X, (K) , €5 (K) , in Egs. (13) and (14), are
defined in correspondence with:

Xow (K)=CHT {Fo[Mo(u)expeoy (W]},

€5w (K)=CHT ~{F [M3 (U)exppi,, (W)L for s=1,2,

(15)
(16)

Here, using Fo[.] and Fy[.] from the spectrum in levels
1=0,1, are selected only the coefficients with frequencies (u,)

and (u,), whose phases ¢, (u;) and ¢;,(u,) for s=1,2 are

modified in correspondence with Eq. (14). The described
watermarking principle permits the insertion of (L+2R)
elements w; of the watermark signs in every N-dimensional
audio segment, modifying the phases of the 2L complex
conjugated CHT coefficients from the level 1=0, and of the 4R

coefficients - in the level 1=1 (L and R are selected in the
interval from 1 to N/4).

The watermark extraction from the watermarked audio
signal x% () or x},(k), defined from Egs. (13) and (14),

could be performed using the original signal x(k). In this case
the elements wy(u;) are defined using the relations:

YowUD=CHT{Xo () vXu(K}  YoU)=CHTXK} . (17)
Then, if ¢4(u,)#0, from Egs. (14) and (21) follows:
Wo (Uy)=00w U1} (Uy) - (18)

The elements wi(u,) and w?(u,) for s=1,2 are defined in
accordance with:

Yiw(U=CHTeo,, (K}, yi(u)=CHTea(K)} -
In Eq. (19) the differences eg,, (k) and ep(k) are equal to:
edw =Xy () —Xow(K) , e5()=x(K)—X(K) . (20)

(19)

Here x!,(K), Xow(K) and Xq(k) are calculated, using Egs.
(14), (15) and (2).

In case, that ¢; (u;)#0, the elements of the watermark are

defined with the relation: w3 (u;)=¢3,, (U)—@; (Uy). (21)

In order to obtain higher reliability for the watermark
detection, the elements wj, extracted from the audio segments,
must be compared with their originals w| . For this purpose is
used the coefficient of the normalized cross correlation p, of
the two sequences w; and w [2]. The solution for the

watermark detection in the first IDD level is taken when the
condition in Eq. (22) for 1=0,1 is answered:

N, N N
pitwiw)=1 > wimwin) / JZw?(n)\/Zwi‘z(n) >T,
n=1 n=1

n=1

Here T, is a threshold, selected in advance, and N; is the
number of segments, containing the elements w;.

Algorithm for Watermarking of Audio Segments.

Based on the already described principle here follows the
algorithm for watermarking of a couple of complex conjugated
CHT coefficients, generalized for M couples. In case, that
from all the CHT coefficients of the N-dimensional audio
segment in the level 1=0, we retain only the couple yq(u,) and
Yo(U,), its approximation model is defined in accordance with
the Egs. (2)-(6) and (8)-(9), as follows:

Xo(K)=WN)[ oUD)i“*h Uy K)+Y oU2)i*™*h (u, k)=

4 . (23)
= (:I./N)M O(Ul)h(ul)jk[ejfpo(uﬂ_,’_(_l)ke’Jq)o(uD]l
Here:
N-1
YolU=yolun) = ) XKLk “=Co(u+iDo(u)  (24)
k=0
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(N/4)y1
Coluy)= 2 [X(4v) X (@v+2)J(-) ® ™)
v=0
(N/41
> v -xeawaiy ™,

v=0

|gzN
ap (MV)=) |_m/2 3 JLv/z 3 J .
r=3
The module and the phase of the coefficient y,(u;) are
represented with:

Mo(up)=y Co(u1)2+D0(u1)2 , @ (up)=arctg[D ((u,)/Cy(uy)]. (26)

From Egs. (27-30) follows that after watermarking in
accordance with the Egs. (12-13) is obtained the marked audio

signal for the level 1=0 - X%, (p)=X(P)HX o (0)Xow, (P)] . FOr p=4V,
4v+1,4v+2,4v+3 and v=0,1,..,(N/4)-1 following:

(25)
Do(uy)=

where:

X3 (4v)=x(4v)-a,(m), X (Av1) = x (4v+1)-by (M), (27)
X0 (@) =x(@v+2rag(m),  xO(@v+3)=x(4v+3)b,(m), (28)
where:  a, (m)=ﬁ[C 0(U1) Bo (MHDo(U) 6 (M)], (29)

bo(m)=5[CoU1)8o (M)-D(uy) B (M)], (30)

Bo(m) =1=cos[w,(Uy) , do(m)=sin[w(uy),

These relations are used as a base for the algorithm for
watermark insertion in the IDD level I=0. At the beginning, in
the Eq. (25) are calculated the values of Cgy(u;) and Dg(uy),
which after that are substituted in Egs. (29) and (30) for the
calculation of ay(m) and bo(m). Then, from Egs. (27)-(28) are

calculated the values of the marked signal xev(k) .

The watermark extraction from xe\,(k) is performed using

the original x(k), ag(m) and by(m), defined with the
differences:
ao(m):x(4v)—xs\,(4v):x8V(4v+2)—x(4v+2), (31)
bo(M)=x(@v-+)—x3, (@v+1)=x, (4v+3) —x(4v+3). (32)

From Eqg. (25) are calculated Cy(u;)) and Dg(u;), and
together with the obtained values for ag(m) and by(m) they are
substituted in:

N[ao(m)Do(u1)+bo(m)co(ul)]} (@)
20Co(u)*+Do(u1)’]

Wo(ul):arcsin{

The last relation is the solution of the system of Eqgs. (29)-
(30) concerning the element wg(u;) of the corresponding
watermark in the case, when 1=0. In similar way are inserted

and extracted the watermarks W% and le. The described

algorithm is generalized for the watermarking of M complex-
conjugated couples of CHT coefficients in every level of IDD.

In the cases, when the watermark extraction does not
require the original audio signal, could be used correlation
detection based on the sequence of watermark elements,
known in advance:

- In correspondence with Egs. (40)-(45), for the level I=0 of
the IDD the watermarked audio signal could be represented
with a sequence of N-dimensional vectors of the kind:
Zp=X+Gg=X+WySg(M), where: X=[x(0), x(1), x(2),...,
X(K),..., X(N-1)]' is the vector of the original audio segment;
Go=wgSp(M) - vector with elements go(k)=wes(k) for

k=0,N-1 and Z, - vector with elements
2o (K)=x(K)H+gq(K)=x,,(K) , corresponding with the watermarked
audio segment.

- Let Wy=w,[-1-14,41,..1-4+1+]" represents the N-
dimensional vector for watermark in the level 1=0. In this case,
the coefficient of the normalized cross correlation p, of the
couple of vectors Z, and W, from the sequence of N-
dimensional audio segments is defined with:

2

Po(Zo:Wp)=(Z Wo)/”Wo" =

(N4 (34)
=[/(wyN)]| 2 X (@v+21+x,, (Av+3)-X,, (Av)—X,, (Av+D)] |

v=0

The condition for the detection of the element w, of the
watermark in the level 1=0 of IDD for every audio segment
could be represented with the relation: py(r) >T, , where:
(N/4)L

po(n) = [Xy (V42X (AvH+3)X, (Av+H)—X, (Gv+H4D)])

v=0

For r=0,1,...,N-1 should be found the maximum of p,. It
must not be bigger than the threshold T,, which defines the
probability for false alarm or missing the element w,. The

elements w% and w12 in the level 1=1 of IDD for every audio
segment could be extracted in similar way, using the
corresponding correlation, p;.

The main advantage of the described algorithm for
watermark extraction is its universality, due to the fact, that it
does not require the use of the original audio signal. In this
case, however, the probability for false detection or missing is
higher.

I1l. EVALUATION OF THE WATERMARK EFFICIENCY

As criteria for the watermark quality evaluation in every
IDD level, could be used the mean square error (MSE) of the
watermarked audio signal xS\,(k) or x%,\,(k) in respect to the

original, x(k). For a segment of N discrete values MSE is
defined from the relation:

2 1N | 12
ef == 3 Ix(k)yxb, (k)12 for1=0,1. (35)
k=0
Then the signal/noise ratio (SNR) is defined with:
N-1 —
SNR=101g;{ ¥ x(k)?/ef} dB  for 1=0,1. (36)

k=0
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Fig.1. The original and watermarked test signals with 64 samples each.
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Fig.2. Amplitude and phase responses of the tested signal.

From the Eqgs. (35) and (36) follows that the relation SNR,
grows together with the increasing of N and the decreasing of
the value of the watermark element w;.

The described method for audio watermarking was tested
with great number of test audio signals, with length 25s, stored
as WAVE files, with sampling frequency 44.1 kHz, 16 bits.
The audio signals were divided in segments, 256 samples
each. For L=R=1 and m=0 were modified the phases of the
complex-conjugated couples for yy(1) and yo(3) from the level
I=0, and y;(1) and yj(3) for s=1,2 — from the level I=1 of
IDD for every segment. The obtained results proved the high
efficiency of the watermarking with SNR>80 dB when the
values of the watermark elements are in the range + 3° and are
coded with 5 bits per element, missing the code 00000. In this
case the maximum speed for watermark data transmission in
the level 1=0 is approximately 860 bps, and in the level I1=1 -
correspondingly 1.72 kbps.

On Fig. 1 an input test sinusuidal signal with 64 samples,
and the corresponding marked signal are presented. The 5 bits
watermark is set to the 3" coefficient. The amplitude and
phase responses of the input signal are presented on Fig.2.
These results were obtained with program simulitaion on
MATLAB 5.3.

I\V. CONCLUSION

A new method for audio watermarking in the phase
spectrum with two-level IDD, was developed. The method is
based on the limited spatial resolution of the Human Auditory
System in respect to the direction of the sound source, which
results in practical inaudibility of the inserted watermarks.
Advantage of the method is the fact that there is no
quantization of the transform coefficients, the method has

relatively low computational complexity and permits the
insertion of different watermark with high information
capacity in every IDD level.

The method offers exact watermark extraction, high
resistance against frauds and pirates’ attacks with multiple
lossy compression or different kinds of audio transforms and
the ability for exact watermark extraction without using the
original audio signal. The insertion of different watermarks in
every IDD level makes the identification of the manufacturers
and of the authorized distributors of multimedia production
much easier.
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