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Abstract – In this paper we present a robust and efficient 
algorithm for document protection based on digital 
watermarking in phase domain using all complex coefficients of 
the two dimensional complex Hadamard transform (2D-CHT). 
High quality reconstruction and low visibility for the watermark 
is provided. Also broaden information capacity is guaranteed - 
up to ¾ of the number of pixels for the original image in bits. 
Detecting the watermark can be done only on the basis of a 
simple private/public key. 
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I. INTRODUCTION 

Document protection is an important stage in many 
processing, transmitting and archival information systems – to 
detect unauthorized interference over electronic documents or 
usage without appropriate copyrights is of main importance 
here [1]. Digital watermarking provides the means for such 
protection – to prove copyright at one hand and to discover 
unwanted manipulation over the documents at the other. 

Digital watermarking algorithms may be classified in three 
main groups as for the working domain in which some digital 
resource is being marked – space, frequency and phase [2]. 
Previous research suggest that watermarks introduced in space 
and frequency (amplitude alteration) often are robust enough 
but their visibility is high or the opposite – aiming low 
visibility leads to easy deletion of the watermark. 

Our previous researches [3, 4] suggest that this 
contradiction may be suppressed by altering the phase 
spectrum of an image (or a sound signal). Most manipulations 
over images (attacks) affect least phases of the harmonics and 
as addition human eye (ear) is less sensitive to phase changes 
than to amplitude ones and the watermark is less visible. 

To find appropriate phase spectrum a transform should be 
selected. We consider 2D-CHT as a proper choice since 
detailed examination of it had been done [5]. Initially we 
considered the possibility to mark only phases of a harmonics 
with amplitudes over a preliminary defined threshold but 
synchronism is easily lost when extracting the watermark so 
here enhanced form of the algorithm is presented using all 
2D-CHT coefficients. 

In part two we give detailed algorithm description along 
with in-depth analysis, in part three – some experimental 
results are given and then a conclusion is made in part four. 

II. ALGORITHM DESCRIPTION AND ANALYSIS 

Inserting the watermark contains the following steps. 
Step 1 – getting the input image, in color for the most 

general case in RGB color space, [R(i,k), G(i,k), B(i,k)], where 
R,G,B = 0÷255; i = 0÷ 1−′M  and k = 0÷ 1−′N . Conversion 
is made then to grayscale (or used by default): 
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where I(i,k) = 0÷255. 

Step 2 – extension the original image to size NM ′′×′′  pixels 

( n
M 2.wM =′′ , n

N 2.wM =′′ , wM, wN  – any positive whole 
number, n ≥ 2, MM ′≥′′ , NN ′≥′′ , by symmetric repetition). 

Step 3 – dividing the image into blocks with size NxN 
pixels where N = 2n. 

Step 4 – calculating the coefficients s(u,v) for each block 
using 2D-CHT [5]: 
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a quotient, u, v = 0, 1, …, N-1, 1−=j ,  p, q = 0, 1, …, 2n-1, 
n = log2N. 

Step 5 – calculating the modules and phases of the spectral 
coefficients: 
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 The conducted research on the distribution of ϕ (only for 
CHT complex coefficients) over the whole image reveals 
significant difference between natural scene and document 
images. This is confirmed by the presented averaged 
histogram h(φ) in Fig.1.a for document images and in Fig.1.b 
– for natural scene images. 
 

 
a) b) 

Fig.1. Phase histograms h(φ) for different types of images 
a) document images b) natural images 

 
Firstly all the distributions for document images appear 

very close – a huge peak for ϕ = 0° persists and almost even 
spread for all other phases in the interval [-180°,+180°] with 
some small compared to the central peak maximums for ϕ = -
135° and 45°. As for the natural scene images nevertheless of 
their different content their distributions are also very close – 
the central peak here is absent, but clearly visible maximums 
for ϕ = -135° and 45° are observed. These results can be 
explained by investigating (2) for the basic case of n = 2. The 
Hadamard coefficients (Ri for real – ¼M’’xN’’ in number and 
(Ci, Ci

*) for complex and conjugated complex ones – totally 
3/4M’’xN’’) obtained from a block of 4x4 pixels are given in 
Fig.2. 

 

 
Fig.2. Complex Hadamard coefficients’ location for block 4x4 

 
The phase of the complex coefficient C1 corresponding to 

s(1,0) is calculated from (2)-(5): 
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It is obvious that for a homogenous block φ(C1) = 0°, if a 
vertical transition v1 persists φ(C1) ≈ -90° or 90° depending 
on the direction of the brightness gradient, for v2 – φ(C1) ≈ -
135° or 45°, for v3 – φ(C1) ≈ 0° or 180°; for all horizontal 
transitions h1, h2, h3  φ(C1) = 0°; for the diagonal ones d1 and 
d2 – φ(C1) ≈ -135° or 45°. The analysis for the others φ(C1), 
for i = 1÷6, and for n > 2 is analogous. 

Now we can explain the results from Fig.1. For document 
images vast homogenous areas appear and thus a strong peak 
for φ = 0° is obtained. For natural scene images there is no 
preferable kind of transition (statistically) and because the 
number of v1, h1-h3, d1-d2 transitions is dominant over v1 
and v3 maximums for φ = -135° and 45° are formed. The 
latter exist in document images as well but considerably 
smaller than the central peak. 

Step 6 – inserting the current bit wr of the watermark p into 
the current phase for the coefficients s(u,v) and s*(u,v) 
according to:  
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for r = 1, 2, …, R, where R is the number of the binary 
elements wr(p) of the watermark p and ϕw(u,v) and ϕw

*(u,v) 
are the phases of the marked coefficients sw(u,v) и sw

*(u,v). 
Parameter Δ is an angle defining the depth of the watermark 
and thus its robustness and visibility respectively. 

The sequence wr is obtained using XOR operation over 
each bit of the watermark and a bit from a randomly generated 
sequence describing private or public key depending on the 
cryptographic algorithm used. This sequence should have 
autocorrelation function close to delta impulse for higher 
reliability of the extracted watermark. If the current complex 
coefficient to be marked by phase has zero amplitude, the 
respective binary value of the watermark is omitted and only 
the value of the binary random sequence is used without 
applying XOR. Thus we reduce the probability for introducing 
errors in the recovered watermark later because in the 
opposite case the watermark value becomes inextricable – 
zero amplitude means zero phase even after change. This is 
highly important for document images where much more 
complex coefficients are zeros due to the presence of large 
homogenous areas. Also it is highly important to be no 
complex coefficient missed in this step because we may get 
the lack of synchronism at the stage of detecting or recovering 
the watermark – an improvement made to our previously 
developed algorithm [3]. 

Step 7 – calculating the pixel values Lw(i,k) of the current 
marked block using the inverse two dimensional complex 
Hadamard transform (2D-ICHT): 

 

 ( ) ∑ ∑
−

=

−

=

+
=

1N

0u

1N

0v

vk)(uij
w2w k)t(v,i)t(u,ev)(u,s

N
1ki,L 2

π
, (8) 

for i, k = 0, 1, …, N-1, where v)(u,j
w

wv)eM(u.v)(u,s ϕ= . 
Extracting the watermark contains the following steps. 

Step 1-5 – repeat the steps 1-5 from the insertion of the 
watermark over the watermarked image for estimating the 
coefficients s(u,v).  

 
 ICEST 2009 25-27 JUNE, 2009, VELIKO TARNOVO, BULGARIA

200



 Step 6 – checking for the presence of p-th watermark from 
D possible ones calculating the coefficient Cm,p which defines 
the correlation between the p-th and the m-th watermark. p-th 
is the watermarked originally used for all the blocks of the 
input image. The cross-correlation coefficient is given by: 
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for m, p = 1, 2, …, D, where [ϕr+Δr(m)] = ϕrw(m) is the phase 
of the r-th marked coefficient srw(u,v), 
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where φr is the absolute value of the phase for the r-th 
coefficient sr(u,v) before watermarking and: 
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Here wr(p) are the binary elements of the random sequence 
consisting of R bits describing the p-th ciphered watermark. 

When R tends to larger values and supposing that φr ≈ 
const. (in a block 4x4 there may be only one transition present 
or a homogenous area which leads to this assumption) 
according to (10) follows: 

 

 0)p(A
R

1r
r0p ≈= ∑

=
Δϕ . (12) 

 
If all coefficients are non-marked then C0,p ≡ Ap ≈ 0. For the 

phase marked spectrum coefficients it is true that: 
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Step 7 – making a decision for detecting p0-th watermark 

according to the following rule: 
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for m, p0 = 1, 2, …, D, where θ is preliminary chosen 
threshold in the interval 0 < θ < 1. The number of errors 
introduces (false alarms and missed watermark altogether) 
depend on θ’s value. 

The extraction of the watermark itself is done by using the 
original image. It is assumed that the copyright holder is only 
authorized to do this and thus has access to it. After finding 
the phase spectrums for the original and the watermarked 

image a simple subtraction of the respective phases is 
sufficient to restore the random sequence which then is XOR-
ed with the private key to get the watermark. 

III. EXPERIMENTAL RESULTS 

 
As experimental dataset we use 10 natural scenes (8 bpp, 

512x512 pixels, 72 dpi) and 10 document (containing text, 
equations, graphics and tables) grayscale images (8 bpp, 
2550x3300 pixels, 300 dpi). The watermark is 100x100 pixels 
binary image.  

First of all, the results for natural scene and document 
images appeared to be very close, so here averaged values are 
given. In Fig.3 peak signal-to-noise ratio (PSNR) is given 
between watermarked and original images. It is seen that for 
wide range of values for Δ the watermarked images preserve 
high quality not letting PSNR to drop below 35 dB. The size 
of the window used represented by n has no influence here. 
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Fig.3. PSNR between watermarked and original images 

 
In Fig.4 averaged results are given for the ratio between 

squared autocorrelation maximum when using the right 
private key and the average of the squared values when using 
other statistically independent random keys (200 in number) 
for the stage of watermark detection at different Δ. Even for 
small Δ around 5° this ratio is at least 2 which proves the 
robust detection for the algorithm proposed. 
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Fig.4. Autocorrelation maximum variation 
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 In Fig.5 mean square error (MSE) is given between the 
original and extracted watermark when using typical value for 
Δ = 12° in the case of JPEG compressed (attacked, quality 
variation between 20 and 80 %) and non-compressed image 
(100% quality). Its almost constant value in the wide range of 
20-80 % compression quality assures high resistance to high 
frequency attacks represented by the JPEG algorithm here. 
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Fig.5 Mean square error for the extracted watermark at different 

quality levels for the JPEG compressed watermarked image 
 

In Fig.6.a part of the original document containing printed 
text is given, and in Fig.6.b – the watermarked one for Δ = 
12°. The amplified difference of 64 times between these two 
images is given in Fig.6.c. Slightly changed background is 
observed which is completely lost (invisible) if documents are 
stored in compressed form which is the most general case. 

 

 
a) 

 
b) 

 
c) 
 

Fig.6. Original and watermarked printed text 
 

In Fig.7.a the original watermark used is given, and in 
Fig.7.b - the extracted one from a JPEG compressed to 80 % 
quality image, Fig.7c – from 40 % and in Fig.7.d – from 20 
%. 

  
a) b) 
 
Fig.7. Original and extracted watermark 

  
c) d) 

 
Fig.7. Original and extracted watermark (continuation) 

 

IV. CONCLUSION 

The proposed algorithm for document protection based on 
all 2D-CHT coefficients modulation is robust enough to high 
frequency filtration attack (JPEG compression) which is seen 
from the almost constant MSE for the extracted watermark. 
Because of the high PSNR for the watermarked image low 
visibility for the watermark is guaranteed. Also high capacity 
for the information inserted is present – ¾ of the total number 
of pixels in bits, and due to the use of all CHT complex 
coefficients synchronism is not lost when extracting the 
watermark. Detecting the presence of watermark is done 
without the original image. When applied to printed 
documents last preserve high quality. 
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