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Abstract - This paper presents an optimized method for 
improving the A5/1 stream cipher encrypting the line from the 
mobile terminal to the base station in the GSM standard. The 
method realization is master-slave-based on standardized 
algorithms, with the realized alternative ciphers being serially 
applied in rotation with a large non-linearity period. The A5/1 
stream cipher modification is a convenient and practical method, 
minimizing the modification on the software of the end 
terminals.  
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I. INTRODUCTION 

   The advances in computation technology increase the 
efficiency of the existing kinds of cryptoattacks, and create a 
flourishing base for developing new kinds. Thus, the 
contemporary cryptographic algorithms become weaker and 
less reliable for ensuring the security and confidentiality of the 
transmitted information. From the cryptoattack viewpoint the 
radio air is a well protected zone, but from the undesired 
access viewpoint, it is the weakest component. 
   The modern broadband and the future more attractive 
services increasingly attract the interest of persons and 
organizations wanting to violate the confidentiality of the 
transmitted information. The security of the wirelessly 
transmitted data in cellular networks is achieved through 
encrypting the digital streams to and from the mobile 
terminal. In GSM communications the encrypting algorithm is 
A5. It processes all the messages – voice, text and video 
stream. The A5 algorithm has to be common for all GSM 
operators, end terminals and base stations, in order the 
roaming service to be applicable. The A5 realization is 
twofold – in the end terminal, as well as in the base station. 
   The GSM specifications allow up to 7 algorithms based on 
the A5, as well as a non-encryption mode. The earliest 
realizations A5/1 and A5/2 are widely implemented to date.[1] 

• А5/1 – reliable algorithm used in Europe and the 
Americas; 

• А5/2 – “artificially weakened” algorithm used in 
Eastern Europe and Asia; 

• А5/3 – the newest version of the algorithm. It is a 
stream cipher generating two 114-bit keys and is based on the 
block cipher KASUMI.     
    The development of A5/3 is aimed at its application in 3G. 
It is implemented and standardized [6],[7],[8],[9] for usage in 
existing cellular networks as well but is not used to the 
moment. 

   The weaknesses of the A5 implementations and the many 
successful attacks [2],[5] require improvement of the security 
level but the established position of the acting operators, as 
well as the necessity of large investments make the 
modification of the infrastructure equipment very unlike, 
since over 100 million users worldwide would be affected.  
   Of a primary importance in the cellular networks is the 
delivery of the offered services without excessive time delay, 
with offering newer and attractive services demanding large 
computational resources. This makes it necessary to look for 
alternative approaches to security improvement, demanding 
the fewest possible intrusions in the software of the cellular 
network. In principle, the multiple encryption of the data 
stream or the series interconnections of ciphers are logical 
ways to security improvement of a given wireless network 
since they can be based on standardized and specified 
algorithms. Their drawbacks such as the time delay for the 
multiple encryption and need for a specified number of 
implemented algorithms for the series encryption, make them 
inapplicable for the cellular networks. 
   The paper is organized as follows. It begins with a 
description of a model for generating of ciphers, alternative to 
A5/1, applied on a rotational principle. Next, new algorithm 
controlling the sequence of the applied alternative ciphers is 
presented. After that, conditions for the method realization are 
noted, as well as its advantages compared to the standard A5/1 
are given. 

II. CASCADE MODIFIED MODEL OF THE A5/1 
STREAM CIPHER 

   А5/1 is a stream cipher composed of three linear feedback 
shift registers (LFSR) having 19, 22 and 23 bits, respectively 
[3]. The most significant bits (MSB) of the LFSRs are modulo 
2 summed and determine the output of the generator. The 
feedback of each register is obtained as a modulo 2 
summation of specific bits called tap bits, placed in positions: 

13, 16, 17, 18 ⇒  R1; 
20, 21 ⇒  R2; 

7, 20, 21, 22 ⇒  R3 
 

The cascade will be obtained by changing the positions of the 
tap bits which will lead to a given number of alternative 
ciphers of A5/1, with their sequence controlled by the 
generated by A8 session key (MASTER - SLAVE). For the 
model description a cascade model of eight modifications of 
the A5/1 cipher is chosen. 
   The time-division approach is applied, resulting in 
obtaining separate time slots. Within each of them the 
encryption/decryption operation will use different 
modification of the A5/1 cipher. The different modifications 
used in the separate time slots are not applied in series but on 
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a rotational principle. Their sequence is determined according 
to the state table (Table 1). It visualizes which cipher for 
which binary combination is applied. 

TABLE I 
STATE  TABLE 

 

 
 
   Since a cascade model of eight A5/1 modifications is 
chosen, the binary code in the state table is required to contain 
three information bits – session combinations ( cS ). The 
session combinations are fetched serially from the generated 
by A8  session key ( kS ). The kS  has a standard 64-bit length 
corresponding to 21 whole bit strings. Upon entering the next 
time slot (in a working state of the system) the current 
combination is compared with cS  in the state table. This 
process is repeated until running out of the contained three-bit 
strings from kS  (Fig. 1). 
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Fig. 1 Cascade modified model of the A5/1 stream cipher 
 

    The set of combinations (21) correspond to one whole 
rotational cycle. It is convenient for the generated by A8 
session key to be stored in a specific state register. Upon call 
initialization between a GSM terminal and a base station the 
session key is copied into the state register before sending. 
The three-bit strings corresponding to the sequence of the 
applied ciphers are fetched from the state register (RS) and 
have the following sequence: 

 
Fig. 2. Algorithm for controlling a rotational sequence of modified 

ciphers 
 

   The bit sequences fetched by the session key and controlling 
the sequence of rotation of the encryption algorithms are 
visualized in Fig. 2, based on which the following claim may 
be constructed: 
   A series ”х” has an equal bit sequence with another series 
”y” when the following condition is met:  
 

                                     x yM M Z− =                             (1) 
where: 
М – number of bits carried over to the next cycle; 
Z – number of information bits in the string, corresponding to 
one algorithm in the state table; 
   The expression in Eq.(1) shows same bit sequences 
generated by the A8 session key in its standard form. 
   In the particular case Z=3 which leads to a high degree of 
repeatability of the bit sequences, hence the repeatability of 
the rotational sequences. This drawback can be overcome by 
modifying the algorithm as follows. The total length of 21 
three-bit strings is equal to 63 bits, and kS  is 64 bits long 
(Fig. 2). The remainder – 1 bit is the most significant bit 
(MSB) in the string during the first cycle. It is carried over as 
the least significant bit (LSB) in the register during the next 
cycle. It follows that the sequence is 1+64 bits long. In order 
to keep the same cycle length, the 65th bit is not processed (it 
is eliminated), and the preceding bit is processed according to 
the described procedure. The carried over MSB in each next 
cycle determines the non-repeatability of the rotational 
sequence of the ciphers (Fig. 3).                                                       
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Fig.3 Improved algorithm for controlling a rotational sequence of 

modified ciphers 
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   The algorithm for controlling a rotational sequence of 
modified ciphers may be expressed recursively as: 

                                  ( ) ( )0
n nf x x=                              (4) 

 
                 ( ) ( )1 12 2 mod 2n

n n nf x x div x−= +                (5) 
 

                        ( ) ( ) ( ) ( )( )1 1mm
n nf x f f x−=                      (6) 

 
where: 

kP  – repeatability of the bit sequences, [ ]bit ; 

kS – length of the session key, [ ]bit ; 
 N – number of bit combinations for one rotational cycle; 

nx – key sequence, decomposed into three-bit strings; 
 n – number of bits in one sequence; 
 m – number of sequences; 
   The described algorithm for  32  = 8  ciphers might be 
applied for  72 and 92  ciphers as well, with the sequence of 
the modified ciphers controlled by the MASTER-SLAVE 
based algorithm presented in Fig. 4.  

III. SOFTWARE REALIZATION OF THE METHOD 

   For maximum efficiency of the method, the software 
realization should be optimized with assembly language code. 
The A5/1 stream cipher is extensively used; the method does 
not require implementations of new algorithms, but slight 
changes in the A5/1 software code, with the tap bits being 
input into the code not as constant values, but as variables, 
respectively:  1 2 3 4, , , ;X X X X  1 2, ;Y Y  1 2 3 4, , , ;Z Z Z Z  
During each next cycle their values corresponding to the 
particular combination generated by the A8 algorithm would 
be read from the state table. This process guarantees that the 
data streams are processed with different ciphers for each 

cycle. Although the state table is static, the control of the 
sequence of the ciphers is generated by the A8 algorithm 
which is unique for each session. In practice this guarantees a 
non-predictable sequence of rotation of the ciphers. 

IV. ANALYSIS OF THE ADVANTAGES OF THE 
METHOD 

   The many analyses of the А5/1 cipher lead to the conclusion 
that it has weaknesses determining it as vulnerable to different 
kinds of attacks [2],[4].Its major weaknesses are the small 
number of inner states, short key, as well as the linear 
initialization of the key and the frame counter. The 
methodology of the present approach aims at avoiding the 
particular weaknesses. By introducing variable values of the 
tap bits, the number of inner states of the cipher is increased, 
that is, it is obtained of  eight modified ciphers, with the 
pseudorandom sequence of rotation of the ciphers being 65 
series × 21 three-bit strings = 1365 strings. In addition, the 
standardized А5/1 consists of three LFSRs, with a total of 10 
tap bits, with modulo two summations, forming the feedback 
of each register. With the MASTER–SLAVE method the tap 
bits are fetched from the state table and are different for each 
of the eight alternative ciphers. The complex length of the key 
with a rotational sequence of the ciphers controlling the A8 
algorithm is 87360 bits.  A basic advantage of the MASTER–
SLAVE method compared to the standardized А5/1 is also the 
fact that the order of the alternative ciphers is controlled by 
the A8 algorithm, that is, when an unauthorized access is 
attempted, data are necessary for the standardized A5/1, the 
alternative ciphers along with their corresponding tap bits, as 
well as the A8 algorithm with its corresponding bit sequence 
for the particular session, which increases the resistance of the 
method against attacks and overcomes its weaknesses. The 
slight software intrusions necessary for the realization of the 
method gives the opportunity the computing resources to be 
harnessed mainly for providing high-quality broadband 
services with increased security level of the transmitted data. 

V. CONCLUSION 

   The described method is very convenient, does not require 
significant software intrusions into the build infrastructure 
worldwide. It is based on standardized and certified 
algorithms and its deployment does not require changes in the 
authorization and encryption procedures. From the viewpoint 
of data stream security level the method is comparable to the 
methods for multiple encryption and use of cascaded ciphers, 
avoiding the resulting time delay and the need of more 
powerful energy resources. The method provides an 
opportunity for a step-by-step deployment, a possibility for 
optimization for next generation networks. In the future, the 
method shall be analyzed based on all kinds of attacks for 
which the standardized A5/1 is known to be vulnerable. 
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