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Abstract - The paper investigates the capabilities for open access
to quality of service (QoS) management in convergent networks.
By analysis on policy and charging control functions in Internet
Protocol Multimedia Subsystem (IMS), requirements for third
party application control on QoS are identified. The application
view on authorized QoS resources for SIP session is modeled. The
behavioral equivalence of the authorized QoS resources model and
SIP session state model is proved formally.
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|. INTRODUCTION

Internet Protocol Multimedia Subsystem (IMS) is defined as
access independent IP-based service control architecture, aimed
to provide all kinds of multimedia. The requirement for IMS in
the conjunction with the underlying IP connectivity access
network and transport network (IP-CAN) is to provide quality
of service. Quality of service (QoS) is used to differentiate
multimedia offering from traditional Internet services which in
most cases do not provide QoS.

Via the IMS, the user equipment negotiates its capabilities
and QoS parameters during session setup or modification, using
Session Initiation Protocol (SIP). The capability to authorize
and control the usage of QoS resources, intended for IMS media
and based on SIP signaling parameters, is called IP policy
control. The IP policy control can increase utilization of bearer
resource by controlling parameters in the access and transport
networks. To ensure coherent charging between IP-CAN and
IMS, the IP policy control is harmonized with charging control,
and the overall interaction between the IMS and the IP-CAN
network is called Policy and Charging Control (PCC). The PCC
encompasses the following high level functions for IP-CANs
(e.g. GPRS, WLAN, Fixed broadband, etc.): flow based
charging, including charging control and online credit control,
and policy control e.g. gating control, QoS control, user plane
event reporting and network initiated IP-CAN bearer
establishment. Delegating the QoS resource authorization in
wireless networks to the IMS layer provides a number of
benefits such as session and service continuity.

One of the design principles of IMS is separation of
applications from generic service control functionality and
provision of open interfaces. The open access to network
functions allows third party applications to invoke
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communication functions. Instead of using control protocols,
the applications access network resources via application
programming interfaces (APISs).

The necessity of open access to QoS control is substantiated
in [1]. The authors of [2] present a protocol-based approach to
QoS management, where the collected information about the
network is provided to external applications in a structurally
standardized format. In [3], the authors suggest a solution in
which the QoS management functions are delegated to a node
monitoring the signaling interchange by the user equipment
and the network.

The aim of the paper is to present an approach to modeling
the third party application view on QoS resources authorized
for SIP session. Based on the analysis of PCC architecture, we
identify the required functionality for open access to QoS
management. We prove formally that the application view on
the QoS resources state conforms to the SIP session
establishment with authorization of QoS resources.

The paper is structured as follows. In Section II, we
summarize the requirements for open access to QoS
management based on the PCC framework. Section Il
describes some of the functions for third party control on QoS
resources and their mapping onto SIP control protocol. The
application view on QoS resources authorized for multimedia
session is modeled in Section IV. In Section V, we prove the
behavioral equivalence of the suggested model of QoS
resources as seen by application and the SIP session state
machine. Finally we conclude the paper.

Il. REQUIREMENTS FOR OPEN ACCESS TO PCC

The PCC includes mechanisms for controlling the bearer
traffic by using IP policies.

During session establishment and modification in IMS, the
user equipment negotiates a set of media characteristics. If an
operator applies policy control, the relevant session description
information is used to form IP QoS authorization data. The
third party application can be involved in QoS authorization by
requesting specific QoS parameters to be applied, modified or
removed.

During resource reservation the requested QoS parameters
are compared with the authorized QoS parameters and PCC
rules for opening the gate for incoming and outgoing traffic are
generated. Opening the gate command could be sent as a
response to an initial authorization request from the media
gateway or it can be sent as a standalone decision. If a
standalone decision is used, then operator can ensure that user-
plane resources are not used before the IMS session is finally
accepted. In this case, user will lose all announcements which
are to be delivered before completing the session, as the media



gateway will drop all incoming user-plane IP packets. The
responsibility for opening the gate can be transferred to the third
party application. The revoke function is used to force the
release of previously authorized bearer resources in the IP-
CAN. The third party application can use the function to
prevent bearer misuse after session termination.

Any QoS events are reported and it is possible to track status
of the IMS signaling and user plane bearers which the user
equipment currently uses. To receive notifications about QoS
events the third party application needs to manage its
subscriptions for notifications. By using information about
bearer and signaling path status, the application can improve
service execution. The QoS-related event types include the
following:

o |oss of bearer that can result in QoS degradation (if all the
bearers are lost, the application can request QoS resource
release);

e recovery or establishment of a new bearer;

e |P-CAN change which may result in applying specific
charging;

e out of credit indicates that the user credit limit is reached;

e normal connection termination;

e successful session establishment.

1. MAPPING OF QOS MANAGEMENT FUNCTIONS
ONTO SIP PROTOCOL

APIs for open access to QoS management can be defined
following the identified requirements. The application server
that provides APIs for application-managed QoS has to support
control protocols also. The interface between the application
server and IMS entity responsible for session management is
SIP-based. SIP session information (including QoS parameters)
is described by means of Session Description Protocol (SDP)
and is transferred in the SIP message body. The initial request is
sent as SIP INVITE message. Session modification during
establishment is requested by UPDATE message, and re-
INVITE message is used for modification of established
session. Information about SIP session is transferred by INFO
message. The initial filter criteria for application triggering are
stored as a part of user profile and are provided on user
registration. Preliminary condition for QoS related notifications
is an agreement between network operator and service provider
for notification authorization. The third party application
subscribes to QoS events and the application server requests
QoS monitoring and reporting. Table 1 summarizes the
mapping of application-managed QoS functions onto SIP
messages.

TABLE 1 APPLICATION-MANAGED QOS FUNCTIONS
AND MAPPING ONTO SIP MESSAGES

Function Description SIP
message
notifyQoSEvent notifies the application INFO

about occurrence of QoS
events

reserveSpecificQoS authorizes and makes INVITE,
reservation for QoS UPDATE
resources

gosApproval requests opening the gate INFO
for user traffic

modifySpecificQoS modifies temporary re-INVITE
established QoS

removeSpecificQoS removes the temporary re-INVITE
established QoS

releaseQoSResources releases QoS resources BYE

retrieves information -
related to the temporary
QoS features

getQoSInfo

deassignQoSResources | releases the relationship -
between the application
and the QoS resources

and associated objects

IV. APPLICATION VIEW ON QUALITY OF SERVICE
RESOURCES

The application view on the states of QoSResources object
has to be synchronized with the SIP session states. From the
application point of view, the QoSResources object is in one of
the following states, as shown in Fig.9. In Null state, the
QoSResources object is created but no QoS resources are
authorized for the session. In QoSAuthorized state, the rights
for establishment of sessions with specific QoS features are
verified and QoS resources are allocated. Any QoS
modifications requested by the application require re-
authorization of QoS resources. Reporting of QoS events
might result in temporary QoS degradation or release. For
example, if all media flows are deactivated but the BYE
message is not received, the application can request session
release. Notifications about access network change can affect
charging, if access specific services are provided. In
ApplicationQoSReleased state, the application has requested to
release the QoSResources object, the media gateway collects
the possible QoS information. In case the application has not
requested additional QoS related information, the
QoSResources  object is destroyed immediately. In
NetworkQoSReleased state, the authorized QoS resources are
released and the media gateway can return QoS information to
the application if requested. In this state, the application can
release the QoS resources object by calling the deassignQoS-
Resources method. Note that the application has to release the
object itself as good practice requires that when an object was
created on behalf of a certain entity, the entity is also
responsible for destroying it when the object is no longer
needed.
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Fig.1 Application view on QoSResources object

V. CONFORMANCE OF APPLICATION VIEW ON QOS
RESOURCES TO SIP SESSION STATE

The application server that supports APIs for QoS
management toward SIP-based network has to maintain two
mutually synchronized state machines — one for the application
view on the states of QoS resources and another for the SIP
session states. Both state machines have to expose behavioral
equivalence, i.e. their observable behavior should be equivalent.

To prove behavioral equivalence between state machines
formally, the notion of labeled transition systems is used [4].

Definition 1: A Label Transition System (LTS) is a quadruple
(S, Act, —, sg), where S is countable set of states, Act is a

countable set of elementary actions, - S S xAct x S is a set of

transitions, and sy € S is the set of initial states.

A labeled transition system (S, Act, —, So) is called finitely
branching, if for any state seS, set {(a, s’), a € Act| (s, a,s’) €
—} is finite. The labeled transition systems we consider in the
paper are only labeled transition systems that are finitely
branching.

We use the following notations:

a

- s—> s’ stands for the transition (s, a, s);

a a

- s —> meansthatds’:s—> s’;
i
- S= s,,where 4 =ay, ay, ..., an : 3 S1, Sy, ..., Sy, SUCH

thatsi> Sq ... _an, Sni

u u
- s=> meansthat 3s’,suchass—= s’;
/} H
- — Mmeans = if u =7 or = otherwise.
Definition 2: Two labeled transition systems T = (S, A, —, Sp)
and T'=(S’, A, =7, s¢’) are weekly bisimilar if there is a binary
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relation U ¢ SxS” such asifs; Ut; :s;cSand t; < S’ then
Va e Act:

a .
- S1— S implies 3 t,: t; :‘1, t,and s, U ty;

a o a
e implies 3 s,: 59 —) and s, U t,.

We present the SIP session state machine and the QoS
resources state model as seen by third party application with
labeled transition systems which are intentionally simplified.

With TS|pQ = (SS|pQ, ACtg|pQ, —>SIPQs So) is denoted a labeled
transition system which represents a simplified SIP session
state model where

- Ssipg ={ Idlegp, SessionProgress, WaitPRack, PRacked,

WaitUpdate, Updated, Wait180, Alerting,
WaitAck, Established, Wait200,yro,
Wait200|N\/|TE, WaitZOOBYE },

- Actsipg = {INVITE, BYE, 183, PRACK, 200prack,
UPDATE, INFO, 180, 200,yvite, 200,50,
200yppate, 2008ve, ACK},

- —>sIPQ = {IdleS”: INVITE SessionPI‘OgreSS,
SessionProgress 183 WaitPRack,

WaitPRack PRACK PRacked,
PRacked 200prack WaitUpdate,
WaitUpdate UPDATE Updated,
Updated 200yppate Wait180,
Wait180 180 Alerting,

Alerting 200,y te WaitAck,
WaitAck ACK Established,
Established INFO Wait200,yro,
Wait200,nr0 200,ne0 Established,
Established INVITE Wait200|NV|TE,
Wait200,nvite 200,nvite Established,
Established BYE Wait200gye,
Wait200gye 200gve |d|eS|p};

- so={ldlegp}.

In the application view on QoS resources, there are no
authorized QoS resources for the SIP session in the Null,
NetworkQoSReleased, and ApplicationQoSReleased states.
Hence, from session control point of view, these states share a
common abstraction and can be labeled by the same label.

With Trm = (Srm, ACtrm, —>rm, So’) IS denoted a labeled
transition system representing the application view on the
states of QoS resources authorized for a SIP session where:

- Sgm ={ Null, QoSAuthorized};

- Actgry = {reserveSpecificQoS, modifySpecificQoS,
removeSpecificQoS, qosApproval,
releaseQoSResources, reportNotificaton};

- —rm ={Null reserveSpecificQoS QoSAuthorized,

QoSAuthorized modifySpecificQoS
QoSAuthorized,
QoSAuthorized removeSpecificQoS
QoSAuthorized,
QoSAuthorized gosApproval QoSAuthorized,
QoSAuthorized reportNotification QoSAuthorized,
QoSAuthorized reportNotification Null,
QoSAuthorized releaseQoS Null};
- Sor = {Null}.



The transitions triggered by reportNotification() method
report QoS event enumerated in Table 1 and shown as informal
text in Fig.1. The getQoSInfo method does not affect the
session state and QoS resource state, so it is excluded when
proving behavior equivalence.

Proposition: The labeled transition systems Try and 7spq are
weakly bisimilar.

Proof: To prove the bisimulation relation between two
labeled transition systems, it has to be proved that there is a
bisimulation relation between their states. With U it is denoted a
relation between the states of 7ry and Tspq Where U = {(Null,
Idlegipg), (QoSAuthorised, Established)}. Table 2 presents the
bisimulation relation between the states of Try and Tsipq.

The mapping between the methods of application-managed
QoS interfaces and SIP messages in Table 1 shows the action
similarity. Based on the bisimulation relation between the states
of Trm and Tspq it can be stated that both systems expose
equivalent behavior.

V1. CONCLUSION

The open network interfaces for third party software
developers create opportunities for provisioning of new
customer-oriented  value-added  services. The required
functionality for open access to QoS management might be
derived from the functional architecture of policy and charging
control in IP-based multimedia networks.

The application server that provides APIs for QoS
management has to maintain the state machines both
representing the authorized QoS resource for the session as seen
by application and SIP session state. The open access to QoS
control provides more flexibility in resource management as far
as the QoS provisioning is one of the main requirements to
convergent networks.

TABLE 2 BISIMULATION RELATION BETWEEN QOS RESOURCES
STATES AND SIP SESSION STATES

Transitions in Ty Transitions in Tgpq

Null
reserveSpecificQoS
QoSAuthorized

Idlegipg INVITE
SessionProgress
SessionProgress 183
WaitPRack,

WaitPRack PRACK PRacked,
PRacked 200prack WaitUpdate,
WaitUpdate UPDATE Updated,
Updated 200yppate Wait180,
Wait180 180 Alerting,

Alerting 200,nvite WaitAck,
WaitAck ACK Established

QoSAuthorized
modifySpecificQoS
QoSAuthorized

Established INVITE
Wait200,nvi7e,
Wait200,nvite 2001nviTe
Established

QoSAuthorized Established INVITE

removeSpecificQoS Wait200yviTe,

QoSAuthorized Wait200,nvite 200inviTe
Established

QoSAuthorized Established INFO Wait200,ye0

commitSpecificQoS
QoSAuthorized

Wait200|N|:o 200,nF0 Established

QoSAuthorized Established INFO Wait200,yro,
reportNotifications Wait200,nro0 2000 Established
QoSAuthorized

QoSAuthorized Established INFO Wait200,yro,
reportNotifications Null | Wait200,yr0 200ineo ldlesipo
QoSAuthorized Established BYE Wait200

releaseQoS Null Wait200 200gye ldlegipo
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