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Abstract – A great amount of cryptographic devices and 
standards apply public key cryptography, which is based on the 
problem of factorization of prime big digits (RSA) and retrieval 
of discrete logarithm proposed by El Gamal. Implementation of 
the approach of eliptic curves gives equivalent protection in 
comparison with earlier developed protocols, and it has less 
amount of bits. 
 
Keywords – RSA, Elliptic curves, security of information, 
asymmetric cryptographic algorithms.  

I. INTRODUCTION 

 The ability of a cryptosystem to save the needed 
information is defined as strength of the system. This strength 
is provided by the implemented key and its number of bits. 
Public-key cryptography is one of the most widely used 
technology for secure transmission of information via internet 
and communication systems. The concept was proposed first 
by Diffie and Hellman [1]. This type of cryptography is called 
asymmetric, and the main asymmetric algorithm is RSA – 
developed by Rivest, Shamir, and Adleman [2]. In asymmetric 
encryption algorithms are used different keys for encryption 
and decryption, and the decryption key cannot be derived 
from the encryption key, and this property is their main 
advantage. They are also called public key methods, and are 
important because they can be used for transmitting 
encryption keys or other data securely. The types of 
asymmetric encryption algorithms in heterogeneous networks 
are as follows: RSA, Knapsack, Digital Signature Algorithm, 
El Gamal, ECDSA, XTR. [3], [4], [5]. 

The RSA encryption algorithm is based on the multiplying 
of two large secret prime numbers and this is an easy forward 
function. In the inverse way the finding factor operation is 
much more difficult. The problem for an attacker is the 
computing of factorizing n. The operation performed using 
the cryptosystem is arranged that the operations wished to be 
tractable require the multiplication. The operations which 
should be made difficult are the finding of the plaintext from 
the chifer text using only the public key. This action requires 
performing the inverse operation — solving the factoring 
problem.  

During the last decades in order to achieve higher level of 
security, the amount of bits increases, which leads to big 
computational load. The approach implementing elliptic 
curves E ensure equivalent security in difference with earlier 
developed protocols, with les amounts of bits. Cryptosystems 
based on elliptic curves E are proposed in 1986 by Victor 
Miller and Neal Koblitz [3].  

TABLE I 
A comparison of key sizes needed to achieve equivalent level of 

security with different methods. 
 

 
 Those cryptographic algorithms are based on the problem 
of finding a discrete logarithm for points of an elliptic curve 
over a finite field, and exactly they are used in modern 
cryptograph technology. The problem of factorization of large 
integers and finding discrete logarithms for elements of finite 
groups is the main task for attacks against the algorithm.  
 It was designed for devices with limited compute power 
and memory, such as smartcards and PDAs. Elliptical curve 
cryptography can operate more quickly than RSA. For elliptic 
curve keys is not necessary to be prime, which is an ease for 
key generation. 
 Over the past few years elliptic curve cryptography has 
been gaining popularity and being standardized around the 
world by agencies as ANSI (X9.62, X9.63), IEEE group 
P1363 and ISO/IEC, and RSA labs and Certicom. It is 
proposed only with one byte to be specified the type of the 
elliptic curve. The U.S. National Security Agency has 
endorsed ECC technology by including it in its Suite B set of 
recommended algorithms and allows their use for protecting 
information classified up to top secret with 384-bit keys.  
 Shorter key size of ECC is an advantage. It is a reason for 
application of ECC in: 
– Wireless communications  
– Smart cards. For example in smart cards the upper limit for 
number of bits for the implemented key is 1024bits, that is 
why ECC are good alternative. 
– Web applications, for example SSL.  
In general where security is needed but lacks the power, for 
storage and computational power for the cryptosystems. 
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 For the reasons listed above ECC is important for wireless 
sensor networks[8], [9].  

II. MATHEMATICAL EXPLANATION 

 One important property of a set of solutions of an elliptic 
curve is that it forms a group which enables us to do 
cryptography. The public key is a point in the curve and the 
private key is a random number. The public key is obtained by 
multiplying the private key with the generator point G in the 
curve. 
 Elliptic curves are the set of solutions of an equation of the 
form y2 = x3 + ax + b. Where the coefficeints a and b are 
elements of the field and  4a3 + 27b2 ≠ 0. For different values 
of a, and b can be received different elliptic curves. . If the 
number of points on elliptic curve is marked with E, then the 
upper, and the lower limit for it is calculated by Hasse’s 
theorem, and is:  
                     ppEpp 2121 ++≤≤−+                                    (1) 
The elliptic curve cryptography usually is defined over two 
types of finite fields. 
 The NIST recommended [6] a certain set of elliptic curves 
for government use. This set of curves can be divided into two 
classes: 

– Prime field Fp  
– Binary field F2

m 
The elements of finite fields are integer numbers between 0 
and p – 1, where p is representing the number of bits. All the 
operations such as addition, subtraction, division, 
multiplication are made over the integers. The prime number 
p is chosen such that there is finite large number of points on 
the elliptic curve to make the cryptosystem secure. SEC 
(Standards for Efficient Cryptography) [6], [7] specifies 
curves with p varying between 112-521 bits. In the 
experiments and results received in this paper is presented 
elliptic curve with 256 bits. The curves over F(p) are of the 
form [rsa lab] y2 = x3 - 3x + b with b random, while the 
curves over F2

m  are either of the form y2 + xy = x3 + x2 + b 
with b random or Koblitz curves. A Koblitz curve has the 
form  y2 + xy = x3 + ax2 + 1 with a = 0 or 1. 
 

 
Fig.1. Addition and doubling of elliptic curve points 

 
 The main operations over elliptic curves are addition and 
doubling. Point multiplication is achieved by two basic elliptic 
curve operations.   

– Point addition 
– Point doubling 

For example: if we assume m = 23 then mP can be expressed 
as R=23.P = 2(2(2(2P) + P) + P) + P.  
 If knowing two points on the curve can be received a 
unique third point which is the intersection of the curve with 
the line through the two points. If the line is tangent to the 
curve at a point, then that point is counted twice; if the line is 
parallel to the y-axis, is defined the third point as the point at 
infinity. Exactly one of these conditions then holds for any 
pair of points on an elliptic curve.  
 The main feature of elliptic curve cryptography is that if 
you have a point on the curve, all multiples of this point 
are also placed on the curve. 

ECC are defined by the elements (p,a,b,G,n,h) defining the 
elliptic curve, that is called the domain parameters - a and b 
define the curve (by the equation); p defines the finite field Fp 
in the prime case - computations end by taking the remainder 
on division by p; G is the base point and defines the cyclic 
subgroup; order n represents the number of discrete points on 
the curve - the smallest non-negative number such that nG=O; 
h is called the cofactor and preferably is equal to 1. 

Can be concluded that elliptic curve model is a hierarchical 
model of three layers:   

 

 
 

Fig.2 ECC structure 
 
The first two layers were discussed above. On the top of the 

structure of ECC-system are cryptographic protocols. The 
protocol is a distributed algorithm for retrieving of a solution 
to a given cryptography task by the participants. 
Unfortunately between the trusted parties could be the 
“enemy”. The aim of the protocol is predominantly to defend 
against unauthorized actions from the other participants. The 
protocols are realized for concrete aim. It is one of the fastest 
growing areas of theoretical cryptology, and is a field for 
further research.    
 For example a curve of the type shown bellow is used in the 
Microsoft Windows Media Digital Rights Management 
Version2.  

xxy 46955927827693272763174764135132550347317689081232 +=
  
 06519341853543210120572025778787587187905289660+  
The process of the necessary amount of bits for the keys 
during next years is as follows: 
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Fig 3. Compare between key length for RSA and Elliptic curves in 

the next few decades 

 The evolution in key length is according to the Moor’s law. 
He proposed and improved that one each 18 months the 
number of bits increases [8], [9]. 

 

III. EXPERIMENTAL RESULTS  

In this section the simulation results for the time need in 
key generation and the factorization are presented. 

 

Fig5. Comparison between the time for key generation for RSA and 
Elliptic curves  

In Fig. 5 is shown comparison between the RSA algorithms 
and elliptic curves implemented in cryptography and is seen 
the time necessary for the process of encryption. The times for 
the process of ECC encryption is in times smaller than the 
RSA even with keys of sizes of 2048 bits, which are not 
implemented at the moment for higher level of security 
(because attacks against 2048 bit keys are reported and 
improved to be braked).   

 

Fig6. Comparison between the times for encryption for RSA and 
Elliptic curves  

In Fig. 6 is shown throughout the simulations comparison 
between times needed for generation of the keys for RSA 
cryptosystems and ECC system using different bit lengths. 
The times for the ECC239 and the ECC256 are similar to the 
time for RSA algorithm implementation for 512bits, which is 
not in use, because it is not secure.  

In both graphics it can be observed that the times for 
generation, and encryption for the ECC crypto systems are 
considerably (in scales) smaller than for RSA even in the case 
of RSA512, that is the reason for implementation of such type 
of cryptography in heterogeneous networks.   

In the next studied example an elliptic curve with 256 bits 
length is presented with all generated parameters for defining 
the curve as follows (the same curve is used in the previous 
examples): 

 

 
Fig. 4 Parameters of the elliptic curve  
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Details for the factorization of the  

Input number = 
7791963344282742618236704730772173449882906773282678165
88333934812666367 

The respective next composite factor will be factorized into two 
factors: 

1. Factorized number = 
7791963344282742618236704730772173449882906773282678165
88333934812666367 

Bit length = 239 

Method: Brute Force.  Time:   0.032 seconds. 

First factor = 251 

Bit length = 8, prime number. 

 Second factor = 
3104367866248104628779563637757838027841795527204254249
355912090887117 

 Bit length = 231, composite number. 

2. Factorized number = 
3104367866248104628779563637757838027841795527204254249
355912090887117 

Bit length = 231 

Method: Lenstra.  Time:   0.078 seconds. 

 First factor = 143501 

Bit length = 18, prime number. 

Second factor = 
2163307479563281530288683450120792209003279090183520846
0957847617 

Bit length = 214, composite number. 

3. Factorized number = 
2163307479563281530288683450120792209003279090183520846
0957847617 

Bit length = 214 

Method: Pollard.  Time:   0.406 seconds. 

 First factor = 3293634479 

Bit length = 32, prime number. 

Second factor = 
6568146809721569988120966139912674289815385097514097423 

 Bit length = 183, prime number. 

Found 4 factors in 0.516 seconds. 

 After generation of the public and private keys involving 
elliptic curve cryptology logic an example of factorization 
according to different methods is implemented. In the results a 
brute force attack is presented which is not the appropriate 
way for breaking the system private and public keys. A limit 
during the experiments is applied only for the first received 
factor, to be less than 1000.    

 

IV. CONCLUSION  

The security of a cryptosystem based on elliptic curves 
according to our experiments depends on the task how 
difficult it is to determine m given mP and P. This is referred 
to as the elliptic curve logarithm problem. The fastest known 
technique for taking the elliptic curve logarithm is known as 
the Pollard method and in one of our experiments we use this 
technique. It has been seen that a considerably smaller key 
size can be used for ECC compared with RSA, and DSA with 
curves is ten times faster than the classical RSA. 

The most secure codes currently in use rely on public-key 
cryptography, whose security is based on the fact that 
computers today cannot factor very large numbers within a 
reasonable time period. 
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