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Abstract — In this paper an approach for chaotic data
protection, applicable to different types of secure communication
systems, is proposed. The essence of the proposed method is in
combining two independent principles of chaotic data protection
— chaotic masking and chaotic parameter modulation, together
in order to obtain a higher security level. The method implies the
usage of two different pairs of synchronized chaotic systems,
integrated in the transmitter and in the receiver of the
communication system. The binary information signal modulates
a particular parameter of the first system in the transmitter in
such way, that the system switches between two different chaotic
attractors. The synchronizing chaotic signal, containing and
hiding the information signal, is then not directly fed to the
identical chaotic system in the receiver as by the standard
chaotic parameter modulation approach, but is added to the
synchronizing chaotic signal of the second synchronization
scheme. In such way the chaotic masking technique is applied,
but the masked signal is not the information signal, but the
synchronizing signal of the first synchronization scheme. By
masking a chaotic signal with another chaotic signal, produced
from two different systems, a higher degree of information
protection is achieved.

Keywords - Chaotic synchronization,
Chaotic sswitching

Chaotic masking,

|.INTRODUCTION

Chaotic systems are a specific class of nonlinear systems,
characterized with high sensitivity to the initial conditions and
a positive Lyapunov exponent(s), which determines the
exponential setting apart of the nearby trajectories and the
forming of a strange attractor in the phase space. Due to their
properties, which put the chaotic systems neither in the class
of the determined nor in that of the stochastic systems, they
are used in communication systems with chaotic data
protection, where the specific features of the chaotic signal are
used to hide the transmitted information signal.

These communication systems are based on a phenomenon,
called chaotic synchronization. To synchronize two or more
chaotic systems means to design a proper coupling between
them in such way that the motion of the systems to be in some
aspect synchronized. After achieving stable synchronization
between two chaotic systems, the coupling chaotic signal
between them can be used to bear and hide some kind of
useful signal, for example the information signal of a
communication system. Different approaches of chaotic data
protection are offered so far, the most popular are the chaotic
masking technique [1] and the chaotic parameter modulation
[2]. However, some research works have shown, that not
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always these techniques can guarantee the desired level of
security.

The chaotic synchronization data protection method,
proposed in this paper, implies a two-level structure with
synchronized chaotic systems in the transmitter and in the
receiver of the communication system. The chaotic parameter
modulation technique is used in the first pair of systems to
encode a binary information signal. Instead of directly
transmitting the chaotic coupling signal through the
transmission channel, as with the basic method, it is added to
the synchronization chaotic signal of the second pair of
completely different chaotic systems. In this way a chaotic
signal is masked with another chaotic signal, enhancing the
security level of the whole system.

The remaining sections of the paper are organized as
follows. In Section Il the basic chaotic synchronization
definitions are given. In Section |11 the proposed technique for
secure data transmission with two-stage chaotic protection is
defined. In Section IV the numerical results with the Van der
Poll - Duffing and Rossler chaotic systems, used for the two
levels of data protection, are presented.

Il. CHAOTIC SYNCHRONIZATION WITH COMBINED
DECOMPOSITION-TYPE AND FEEDBACK COUPLING

The main task of chaotic synchronization is to design a
coupling scheme between two or more chaotic systems in
such way, that their dynamics to be synchronized. Two uni-
directionally coupled continuous chaotic systems, called
Master system and Slave system, defined with:

Master x = f(x,t), Slave X = f(X,x,t) 1)
where x e R" and X e R", are called synchronized in terms
of a given function Q, =Q,[x(t)X(t)], if limQ, =0. By the

most common case of two identical chaotic systems,
subjected to synchronization, this function usually is

Q, =|e(t)], where e(t) is the difference (the error) between
the states of the two systems:

e(t) = x(t.x(t, ) - X(t.X(t, ). 2)
The Master and Slave systems are identically
synchronized, if:

lime(t)=0. (3)

Different approaches to design the coupling are proposed so
far. In this paper the combined synchronization approach,
proposed in [3], is used. This approach is a combination of
the well-known Partial Replacement (PR) and Feedback-
coupling (FB) synchronization methods and implies a double
connection between the systems of the type:

x=f(x,x,) > X =f(X,x )+ aE(x - X). 4)
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This technique gives the possibility to design a far greater
number of coupling variants than the basic PR and the FB
methods.

I11. METHOD FOR SECURE DATA TRANSMISSION
WITH TWO-STAGE CHAOTIC PROTECTION

Two of the most popular methods for chaotic data
protection in communication systems are the chaotic masking
and the chaotic parameter modulation (chaotic switching)
techniques.

By the first one, the data signal is simply added to the
chaotic synchronization signal, generated from the master
chaotic system at the transmitter. If the amplitude of the data
signal is significantly lower than that of the chaotic signal, the
synchronization scheme remains stable and the re-
construction of the system’s variables in the Slave system in
the receiver (after achieving stable synchronization) allows
the extraction of the data signal.

The chaotic parameter modulation method is characterized
with the coding of a binary information signal by different
chaotic attractors, obtained for different values of a system
parameter at the transmitter. Although more reliable than the
chaotic masking technique, this approach also has some
limitations and in some cases the desired security level can
not be achieved.

The proposed two-stage chaotic data protection method,
which implies the consecutive application of the afore-
mentioned principles, is illustrated on Fig. 1. The system
consists of two synchronization schemes — Master 1 — Slave 1
and Master 2 — Slave 2, which are based on different chaotic

0>Pir—>4,

systems. The chaotic parameter modulation is applied to the
Master 1 system at the transmitter. Instead of transmitting the
chaotic coupling signal x, directly to the Slave 1 system at
the receiver, it is then masked with a second chaotic signal
Yy, , generated from a completely different chaotic system at

the transmitter. In such way the transmitted signal through the
transmission channel is s(t) =y, (t)+x(t), which is a
combination of two different chaotic signals. If the level of
X, (t) is sufficiently lower than that of the bearing signal

y,(t) and if a stable synchronization scheme is designed for
the pair Master 2 — Slave 2, the signal x,(t) can be recovered
at the receiver - x, (t). If the level of x(t) is such, that it

hampers the synchronization of the second pair of systems, it
can be scaled down to x_(t) by the gain k and after

Isc

extracting the recovered signal x._ (t) at the receiver it is re-

scaled to its original level.
The recovered chaotic signal x, (t) drives the Slave 1

system at the receiver. according to the preliminarily
designed coupling scheme with stable synchronization. After
detecting the moments of synchronized and de-synchronized
behavior of the pair Master 1 — Slave 1 by the accessible
error functions, the original information signal is recovered
at the receiver - i, .

Both synchronization schemes can be designed using the
combined method, defined in Section I, to take advantage of
the great variety of coupling variants, offered by this
approach. The Master 1 — Slave 1 scheme is then defined
with:
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Fig. 1. Two-stage data protection technique with chaotic parameter modulation and chaotic masking
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x=f(x,x,p,) > X=F(Xx, )+a,E,(x-X), (5
where p, is the parameter, modulated by the information

signal i, (t).
The Master 2 — Slave 2 scheme is defined with:
y=9.y,) > y=aly.s)+a,E,(y-%),  (6)
where s(t) =y, (t) + x.. (t) is the signal, transmitted through

the channel.

The recovered scaled synchronizing signal of the first pair
at the receiver is:

X (1) = S(1) = Y, (1) - ()

Apparently, the reconstruction of this signal can be
achieved after the second pair of chaotic systems
synchronizes, i.e. after y, (t) =V, (t).

The main advantage of the proposed approach is that in fact
one chaotic signal is masked by another one, produced from
different system, and the combined chaotic signal is the only
signal, transmitted through the channel of the communication
system. In such way, by combining the advantages of two
known approaches for secure data transmission with chaotic
protection, the security level of the system is enhanced.

IV. NUMERICAL EXPERIMENTS

To test the proposed two-stage chaotic data protection
approach, two well-known chaotic models are chosen for
designing the two separate synchronization schemes.

The Master 1 — Slave 1 synchronization scheme is designed
on the basis of the Van der Pol — Duffing (VPD) third-order
continuous chaotic model [4], which is described by the
equations:

X, =—v(X} —o X, —X,),

X, =X =X, =X, (8)
XB = IBXZ’
where the nominal parameter values are:

v =100, o0 =0.35, #=300. The VPD attractor, obtained by

computer simulation with Matlab, is shown on Fig. 2(a).

As the first synchronization scheme is used for the
parameter modulation data transmission technique, one of its
parameters has to be selected for the modulating procedure.
The experiments with the three parameters of the VPD system
show, that the parameter £ is an appropriate candidate for

this task. The p, value, used to code the zeros of the
information signal, can be the nominal value g =300. After
some simulations, the p,, value, used to code the ones, is set
to £ =350. The VPD attractor for 8 =350 is shown on Fig.
2(b). Obviously, it occupies the same area of the state space as
the basic attractor, but is slightly different. In such way the
switching moments between the two attractors will be
unidentifiable by observation of the time-series of the state
variables, as the transitions between the two attractors are

commensurable with the transitions between the unstable
periodic orbits within the basic attractor. On the other hand, as

it will be shown further, the difference between the two
attractors is enough the two systems to de-synchronize when
the ones of the information signal are transmitted.

The Master 2 — Slave 2 scheme is designed on the basis of
the Rossler third-order continuous chaotic model [5], which is
described by the equations:

yl ==Y, — VY,
yZ =Yy, tay,, (9)
Y3 =b+ YiYs —CYs,
where the nominal parameter values are: a=0.2,b=1c¢c=9.
The Rossler attractor is shown on Fig. 2(c).

VPD atiractor for Beta=300 VPD aftractor for Beta=350 Rossler aftractor

(@) (b) (©)
Fig. 2. (a) - VPD attractor for g =300; (b) - VPD attractor
for #=2350; (c) - Rossler attractor

At first, both synchronization schemes are designed and
simulated independently to find the most appropriate type of
the couplings. After testing the different possible variants of
the combined synchronization approach over the Van der Pol
— Duffing model and assuming only a one-variable coupling,
the Slave 1 system is designed in the following way:

X, =—v(X o X -X,),
(10)

X, =B %,
where the coupling gainis o, = 20.

The Slave 2 Rossler system is designed according to the
same principles as the previous one. The most appropriate
variant of the combined synchronization approach, again
implying the self-imposed limitation of one-variable coupling
to get the most “economic” coupling, is defined with the
equations:

91 :_yz _ys’
yz = y1+a£+ay(y2 _yz)i

Y; = b+ yly:% _Cysl
where the coupling gainis a, = 2.

After designing the two stable synchronization schemes, the
two-stage chaotic data protection system can be built
according to the scheme, shown on Fig. 1. To imitate the

information signal io in the simulation scheme, a pulse

generator with period of 20s and 50% duty cycle is used. It
modulates the S parameter of the Master 1 VPD system at

the transmitter between the values S =300 and S =350.

(11)
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The time series of the modulated parameter A(t) is shown on
Fig. 3(a).

The experiments have shown that no additional scaling of
the synchronization signal of the first synchronization scheme
is necessary as the level of the VPD x, coupling variable is
significantly lower than the vy, Rossler synchronization
signal. The time series of the modulated by the information
signal VPD coupling variable X,y\op is shown on Fig. 3(b).

signal R Syncl ion signal 1

BETA
x2mod
—_—

(a) (b)
Fig. 3. (8) — Information signal; (b) — Synchronization
signal of the first synchronization scheme

The combined chaotic signal s(t) =Y, () + X0 (1)

transmitted over the channel, is shown on Fig. 4(a). One of the
zero-to-one transition moments of the information signal is
magnified on Fig. 4(b). It is obvious that the switching
remains undetectable by observing the time series of s(t).
After the two Rossler systems are synchronized, the recovered
VPD synchronization signal X,,.,(t) at the receiver is

approximately equal to the original signal X, (t) at the
transmitter. Consequently, x,,.,(f) can be used to

synchronize the Slave 1 VPD system with the MASTER 1
system at the transmitter. Then the observation of the second
error function e, (t) = X, (t) — X, (t) at the receiver, shown
on Fig. 4(c), allows to restore the original information signal
after the initial synchronization of the two Rossler systems.

Signal over the transmission channel Signal over the transmission channel Information signal at the SLAVE 1 system
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Fig. 4. (a) — Signal over the transmission channel s(t) ; (b)

— One of the switching moments over s(t); (c) — Error
function e, (t) = X, (t) = X, ()
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The de-synchronization moments (the ones of the
information signal) are clearly visible on the figure. The
experiments show that the variance of e, (t) is about 1.2e —4

in the de-synchronization windows (a “one” transmission) and
about 1.7e—-5 in the synchronization ones (a “zero”
transmission). A simple filter can then be designed in the
receiver module to track the changes in the variance of the
error function in order to restore the original information
signal.

V. CONCLUSION

A method for secure data transmission with chaotic
protection of the information signal was presented in this
paper. The proposed method combines the advantages of
chaotic masking and chaotic parameter modulation techniques
and at the same time it ensures a higher rate of data security
by transmitting only a chaotic signal, generated by one chaotic
system, masked with another chaotic signal, generated by
completely different chaotic system, over the transmission
channel. The reconstruction of the information signal at the
receiver is achieved by application of a simple algorithm,
assuming stable synchronization schemes are designed for the
chaotic parameter modulation and chaotic masking
procedures. To facilitate the design of such schemes, a
synchronization approach implying a combination of partial
replacement and feedback coupling synchronization methods
is used. It allows to design a large number of coupling
schemes for any particular pair of chaotic systems and it was
proven empirically, that some of these schemes achieve faster
synchronization than the fastest variant of the basic
synchronization methods. This permits a faster rate of data
transmission if a chaotic data protection system is designed on
the basis of the given synchronization scheme.
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