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Analysis of cryptographic protection of block
cryptographic algorithms on the base of the theoretical
digital stability

lvan IvanoVt, Rumen Arnaudo? and Stella Vetova

3. Cryptanalysis of asymmetric algorithms:

Abstract — the following report presents analysis of . Decision tasks decomposition numbers  of
cryptographic protection of most used symmetric block  myltipliers;

cryptographic ~ algorithms  nowadays on the base of the . Solvation of tasks with discrete logarithms;

theoretical digital stability. .
X - e 4, Other methods:
The theoretical digital stabilit t hed .
e theoretic igi ility is assessment reac on . Attack “Birthday”:

condition that the cryptographic algorithm is qualitative and - .
firm to cryptanalysis accelerated attacks but can be attacked * Attack “Man in the middle*,
only by brute force attack. . Brute force attack;
As far as the cryptographic protection realizes using block

Keywords -cryptanalysis, cryptographic attack, cryptography, and stream cryptographic algorithms whose concrete
cryptogr aphic protection, cryptographic algorithms realizations are simply defined by the interaction keys, the
goal of the cryptanalysis reduces to revealing those interaction
keys which are used in the cipher process[6].

Another assessment for the stability of the cryptographic
protection exists. It is distinguished for a quantitative
. , . .. expression — theoretical digital stability. This assessment is
Cryptanalysis (from Greekpuntoc — hidden and analysis) ; Eortant mainly for thegtheoreticaly estimation of the
— & science for the methods used to reach the Or'g'rlgbptographic algorithm but can be used by the user too to get
meaning of data after it has been ciphered without themation about the quality (grade) of the cryptographic
availability of secret |nforn_1at|0n (key) necessary for_ thl%“ orithm (cryptographic equipment).
purpose. In most cases this concerns the key revealing. Iirpg theoretical digital stability is assessment reached on
nontechnical sense, cryptanalysis break on the cipher. Th&,qition that the cryptographic algorithm is qualitative and
term is led by the American cryptographer W. F. Fridmann iy, o cryptanalysis accelerated attacks but can be attacked
1920. ) ) only by brute force attack [7].

The results of the cryptanalysis of concrete cipher are callegln reality, the opponent does not have information only for

cryptographic  attack on this cipher. The successfifle concrete key for interaction which is used in the cipher
cryptographic attack fully discrediting the attackable cipher Brocess. Therefore, the cryptanalysis is brought to search of

called. . the used key by the method of brute force that is through all
Cryptanalysis methods [1, 2, 3, 4, 5] the keys for interaction.
1. Classical cryptanalysis:

[.INTRODUCTION

. Frequency analysis;

. Kasiski examination; Il. METHOD

. Method index matches;

. Method of index mutual matches. Whilst in the cryptanalysis methods of the by brute force
2. Cryptanalysis of symmetric algorithms: there is consecutively testing of the interaction keys from the
. Differential cryptanalysis; set {Ki} with size N — key, for the assessment of the stability
. Linear cryptanalysis; of the cryptographic algorithms the formula (1) for the mean
. Integral cryptanalysis; time for interaction key revealing can be used:

. Statistical cryptanalysis; o= Nn ;p BSm.n 10 -7 [years |- (1)
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N = 2k, [number.], ) 10° | 0,3*10° 10°° | 8,7*10°
Where k is the length of the basic key used by the 10 | 0,3*10%° 10 | 8,7*10
cryptographic algorithm. N, B, Tea N, B, Tea
num. | cols ,years num. | cols ,years
The experiment is accomplished over the most useda* | 10° | 0,57*1GF° | 6,28* | 10° | 1.02*10°
symmetric block cryptographic algorithms nowadays such|agg®® | 107 | 0,57*1G" | 10°” | 107 | 1.02*10°
DES, K=64 bit, Triple DES, K=112Bit, IDEA, K=128 bit 105 | 057710 105 [ 1.02°15°
AES, K=128 hit, AES, K=192 bit, AES, K=256 bit, Blowfish, 102C 0 57*1016 102C 102*1035
K=32 bit, Blowfish, K=448 bit, RC5, K=128 bit, RC2, RCS, 165 (05710 15 10215
K=512 bit, RC2, RC5, K=1024 bit. N, B, Tey N, B, Tey
num. | cols ,years num. | cols ,years
[Il. RESULTS 1,16* | 10° [ 1,93*1¢° | 7,27* | 10° | 1,21*107
10”7 [ 107 ] 1,93*167 | 10" | 107 | 1,21*10%
On the base of formula (2), is obtained (table 1, 2 and 3)|the 1821C 1,93*1gj 1821C 1,21*1gﬁ’
. _ p—— 1 1,93*1 1 1,21*10
dependency of the theoretical digital stabﬂf%m the 16% | 1.93°15° 16 | 1.21°10%
interaction key number N in ncoSminZ1a® and 1§ and [ N, | B, Tey N, B Tey
difi(zarent me?nings of0 the perfé)rmance of Be= 10 cofs; | num. | cols ,years num. | cols ,years
10** co/s; 10° cos; 16° cols; 16° cols. 134* | 10° | 2.23%10% | 1.8* | 10° | 3107
Result 1 10" 1077 [ 2.23%10% | 16 [ 107 | 3*10°%
Table I.Result in RShin= 105 | 2.23°10% 105 | 3510
10 [ 2.23*10% 10° | 3*10™
N, | B, Tea N, | B Tea 16° | 2.23°107 16° | 3710
num. | co/s ,years num. | cols ,years
0,18* [ 10° | 3*10° 5,19* | 10° | 8,7*10" , _
1020 1012 3*107 1()33 1012 8,7*1(_?1 Table I”. RESU|t n Iapsm,n—loz
10° | 3*10" 10" | 8,7*10°
! N B T N B T
9] -1 (0] 3 ’ ’ cal ’ ’ cal
1020 3*10_11 1020 8,7"10 num. | col/s , years num. | co/s , years
10" | 3*10 10" | 8,710 0,18 | 10° | 0,31F | 5,19* | 10° | 8,7*10°
N, | B, Tea N, | B, Tea 10° [107 | 0,3*10° 10 [107 | 8,7*10°
o [ e T ok wosie | [0 e
' : ' : 10°° | 0,3*10° 10°° | 8,7*10
10® [ 107 ] 5,7*10% 10 [ 107 | 1.02*10°
: : 10° | 0,3*10°° 10° | 8,7*10°
10° | 5,7*10° 10° | 1.02*10° N 5 T, N 5 T,
10°° | 5,7*10° 10° | 1.02*10° ’ ’ ' ’
J num. | co/s , years num. | cols , years
10" | 5,710 10" | 1.02*10" 34* |10° |0 5);*1@4 6,28% | 10° 1.032*1043
nll:lm CE/'S Tec:rs nDIm CE/'S Tec:rs 10° [107]05711G | 107 | 107 ] 1027107
1,16 [ 10° | 1 533/,*1(?8 727 [10° |1 ’2{*10126 101; 0'57:1012 101; 1'02:102
107 [107 [1,0316° | 10 [107 | 1217107 10 1057110 10 102410
105 10315 TR 10" [ 0,57*10 10 [ 1.02*1G°
2 2 N B T N B T
(o] 7 (o] 15 ’ ’ cal ’ ’ cal
18320 1,93??7 18320 1’21:1gc5 num. | col/s , years num. | co/s , years
10~ 11,931 100 11,211 1,16* | 10° | 1,93*10% | 7,27* | 10° | 1,21*107
nll:lm CE/'S Tec:rs nDIm CE/'S Tec:rs 107 [1071193107 | 10* [107] 1211107
1,34 [ 10° | 2 ’2)3/,*10“‘5 18 | 10° 3*’1)(/)299 101; 1'93*103? 101; 1'21*10122
10 [107 [ 2.23*107 | 16 [ 107 | 3107 102c 1'93*1031 102c 1'21*101;
T 223515 5 T30 10 [ 1,93*10 10" [ 1,21*10
17 | 2.23*10% 10° | 3*10™® N, | B, Tea N, B, Tea
: num. | cols ,years num. | cols ,years
1()30 2.23*1d24 1()20 3*10178 1 34* 109 223*1d39 1 8* 109 3*10296
Result 15 10 [ 107 | 2.23*10® | 10°® | 107 [ 3*10™
Table II.Result in RSyin= 105 | 2.2310% 105 [ 35102
10°° | 2.23*10°° 10° | 3*10™
N, B, Tea N, B, Tea 106 | 2. 23*10% 106C | 3*107"
num. | cols ,years num. | cols ,years
0,18* [ 10° | 0,3*1C° 5,19* | 10° | 8,7*10"
10° [10% ] 0,3*10 10® [ 107 | 8,7*10°
10" [ 0,3*1C0° 10" | 8,7*10%
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On the base of formula (2), we reach the dependency
between the basic cryptographic keys length K and the’

possible number of combinations for the same N.

In K=64 bit, N = 2*=0,18*1G%

InK=112 bit, N = 2'?=5, 19*1(?3
InK=128 bit, N = 3% =3 4*15%
InK=192 bit, N = 2% =6, 28*1(5’7
In K=256 bit, N = 2°°=1,16*10";
In K=448 bit, N = 2*¢=7, 27*10134
InK=512 bit, N = 3¥2=1,34*13%*
InK=1024 bit, N = 3°24= 1 8*15°%

Fig. 1, 2, and 3 illustrate the dependency of the theoretical

digital stab|l|tyT

ncoSmin=16, 10 and 18 and different meanings of the
performance of theB = 10 cols; 16 cols; 16° cols; 16°
cols; 16° cols.

the interaction key number N in

yem !
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Fig. 1. Graphics of the dependency for the different
algorithms and fS,n=1

The graphics (fig.1) shows that the theoretical digital
stability goes down increasing the performance of the process

in the technical base for cryptoanalysis.
For DES algorithm, irK = 64 bit, and processing capacity

of the modern computers (4+5 GHz processors) the theoretical

digital stability is low as for valueB = 10 op/s andB =
10® op/s, it is respectively T, = 0,3*10™ = 95 us; Tca1|
0,3*10" = 946080 s. = 11 days, it is insignificant.

For the cryptographic algorithms wherk>128 bits,
guaranteed cryptographic protection is applied.
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Fig. 2. Graphics of the dependency for the different
algorithms and QSmin=1
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Fig. 2 depicts the dependency for the different algorithms
and n,Syin=10. It shows that for the DES algorithmlh= 64
bits, the theoretical digital stability is low as for value8Bof

yT =0,3*10"

cal —

10%° op/s andB = 10%° opls, it is respectivel

0,95 ps; T, = 0,3*10° = 9460,8 s.= 2,63 hours, it is
insignificant.

For the cryptographic algorithms whergE>128 bits,
guaranteed cryptographic protection is applied.
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Fig. 3. Graphics of the dependency for the different
algorithms and Smin=1
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From Fig. 3 it is seen that for the DES algorithnKisr 64
bits, the theoretical digital stability is low as for valueBof
10" op/s,B = 10°° op/s andB = 10®° opl/s, it is respectively:
T, = 0,3*10" = 0,95 ns; T, =0,3*10° = 9,46 5, T, =
0,3*10" = 946080 s. = 11 days, it is insignificant.

For the cryptographic algorithms wherk>128 bits,
guaranteed cryptographic protection is applied.

V. CONCLUSION

The accomplished analysis is based on three different Smin
[big] — minimal lengths of the glaring sample?1it, 1 bit u
10° bit.

On the base of the presented analysis and graphics, it is
clearly seen that the theoretical digital stability of the tested
cryptographic algorithms including the mean time of key
revealing goes down increasing the performance of the
processing in the technical base for cryptanalysis.

For the cryptographic algorithms using key length shorter
than 128 bits (DES, Triple DES), the mean time for key
revealing is very short whilst those algorithms using key
length with or more than 128bits are noticeable for good and
high guaranteed stability of cryptographic protection..
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