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Abstract —The need for copyright protection of video content  techniques of inserting a watermark into the content. Some of
becomes more pronounced on the Internet. One of the ways of  these techniques include embedding the invisible digital
COpyrIghtka’Ot(;CtIOI’zj is inserting hm\gfsf‘ble mfo;mﬁtlon - tszg information in multimedia content - watermark [6]. This
watermark in the video content. The efficiency of the propo concept is based on the legislation in the fight against piracy
algorithm is shown based on SSIM parameters obtained by an —nih requires efficient and reliable proof of ownership of

iterative algorithm for correcting the quality of the extracted . ) .
i/vaterlr\llwarkgielthe occurrence (;f ?a]se p?);tii/g problems present multimedia content. Content of the inserted watermark should

in conventional SVD extraction of the watermark is prevented. unambiguously identify the owner of multimedia content and
to all the time be present in it. Good inserted watermark must

Keywords —Digital multimedia, SVD, Reliable watermark  meet several basic criteria:
algorithm, H.264/AVC. 1. It should be invisible to the observer;
2. It should not cause a noticeable degradation of
multimedia content;
3. It should be robust to attempt its removal;
It should robust to the occurrence of false positive
problem;

[.INTRODUCTION

Storage and sharing of digital multimedia content on the
!I_nggmertn's dl;?rfom&g?&gfkdoggﬁ:élg(gizsm gféworskigt:w?f?(l:(;r[ilb It should robust to compression and transcoding
contributed to support specific communication requirements : V|_de0 content to dlff_erent blt_rates. . :
especially in the wireless environment [2]. Cross-laye For Inserting a Watermarl_< n _the V|d(_eo sequence in t.hls

o . - aper, a modified SVD algorithm is used in the transformation
communication protocols provide significant networlé

bandwidth required for multimedia content in real time [3] CT domain. -Insertion of the watermark is done in
quirec . : 11 compressed video sequence, so that the watermark is
Great communication capabilities of mobile devices, as w EF

as the easy availability of multimedia content on the Intern(?l\,SerteOI into each frame. The basic idea of SVD algorithm for

have produced a ranae of side effects. Characteristics ?termark insertion is based on the fact that most of the
P 9 : energy of the video frame is localized in a few singular values

d|g|t§1l m.“'“”_‘ed'a content wh(_en copying do not lost Of¢ the matrix that represents a frame. Small variations in the
_quahty, s!mpllfy_the creation of |IIe_gaI Ccopies as \_/vell_as thel\r/alues of the singular values of video frames will not cause a
Irlrlwi?t?rlne?jlisatr::bour;{'l[(e)g;[s I{Iilreegil ei%?g;ﬂg e?(n(rjes(sjleséni?]u?r?g mOJSnoticeable degradation of quality. This characteristic of
and film industry. The tgtal ira)t/ed ?nultimedia conten ﬁ1gular values has enabled the installation of singular values
Y- P f the watermark in the original frame by minor modifications

accounts for about 35.2% on illegal film market [4]. Thisf singular values of video frames. However, the problem of

paper discusses the compression algorithms for specific vi . . . . .
content, although the results can be applied to the majorityg;| Sgﬁgsgriir}g? of false positive problem with this algorithm is

multimedia content. Compression video algorithms are base pecifically, this algorithm can extract any watermark you

on the imperfections of the human visual system HV§ : N . .
; . re looking for, so confirming his presence even though he is
(Human Visual System). H.264/AVC is one of the mos ot inserted! To solve this problem, in this paper has been

popular video coding standards for video content [5], which Rsted reliable SVD based watermarking algorithm [7], [8]

d'slﬁuisrggrmt;h'sr%igi;' illegal copving and distribution O]yvhich instead insertion singular values of the watermark
P 9 pying inserts principal components of the watermark in each frame

multimedia content, several methods based on hard\A’aLlrﬁ"compressed videos. The fact that this algorithm belongs to

Zggi/r?;t ?I(I);tg;g?rgopsyzlnugtloor}smizﬁmgzi\flggr??e.ntl:i%r uzgggcg%e class of _blind watermarking algorithms for e>_(tr_acting the
various types of cryptographic methods, as well r{gatermark is necessary to possess the original image
' atermark. The second chapter presents the H.264/AVC
encoder with their specificities and identifies potentially
1 zoran Velikovic is with College ofApplied Technical Science possible position for inserting a watermark in the algorithm
Nis, Serbia, A. Medvedeva 20, 18000 Ni§, Serbiamail: for insertion. In the third chapter, the mathematical basis for
zoran.velickovic@vtsnis.edu.rs the implementation of a reliable algorithm for injection and
Zoran Milivojevi is with College ofApplied Technical Science  extraction of watermarks from videos based on SVD
Nis, Serbia, A. Medvedeva 20, 18000 NiS, Serbiamdi: decomposition are given. The fourth chapter presents the
zoran.milivojevic@wtsnis.edu.rs _ results of watermark extraction for different watermarks, and
Milojko Jevtovi is with Engineering Academy of Serbia, he quality of the extracted trademarks is evaluated by
Beograd, Serbia, K. Milosa 9/IV, 11000 Beograd, Serbimali: e ctive parameter SSIM. In the fifth chapter are derived
vladmijev@ptt.rs )
some results based on the results obtained.
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Fig. 1. Basic processing blocs of H.264/AVC encoder

Uncompressed video .YUV

separated watermark, especially at lower bit rates. In previous
Il.H.264/AVCENCODERDECODER studies, we tested the survival of the inserted watermark in the

Vid ; . ¢ lated i in th %zi eo encoded H.264/AVC encoder [8].
Ideo presents a series of correlated Images In e spaliagq,.  grofessional use, the standard version of the

and temporal domain [5]. When say H.264/AVC videoy 564/AvC encoder is extended giving new coding tools.
actually we refer to the video sequence, which is represen s is the extended version is known as FRExt. FRExt

by a specific format. Video compression algorithm§/ . f the H.264/AVC standard i iched with
implemented in H.264/AVC standard are based on t srsion oF e . standard 1s enriched with a new

RSN L . . . n%gh profile (HP). HP support higher resolution video without
elimination of additional information from the temporal, ie - ;

) . o . ) -' ~thanging the sampling scheme.
the spatial domain [4]. The specific format is defined in the
standard, which is implemented using the H.264/AVC syntax
elements that describe different aspects of coding sequences, [ll. ALGORITHMS FOR WATERMARK
as well as the ways in which they presented individual INSERTINGEXTRACTING
elements. The syntax of H.264/AVC encoder is a hierarchical
structure consisting of video sequences on top of the hierarchly Ajgorithms for watermark insertion
to the individual frames and macro blocks on the bottom. The

control parameters are stored in a special syntax section P?nsertion of watermark to video content can be realized in

(Parameter Sets) or they are part of the macro blocks. Syntax .
elements are stored in an array of bytes RBSP (Raw B félch of the processing blocks of H.264/AVC encoder.

Sequence Payloads), which was later encapsulated in NALHRERTE 20 118 FERETn B SR ReCEand, THEE RO
(Network Abstraction Layer Units). VCL (Video CodingI g

Layer), which is part of the H.264/AVC standard, defines OP of H.264 enc_ode_r. Inse_rtlon Of the watermark n th?
. . . . ~Video before encoding is the first option that was used in this
coded parts of the image (slices) in NALU. Each slice consis S revious papers [9]. This insertion algorithm is
of a header and data are coded macro blocks. The co&etﬁ’ b pap ' ; 9
. . implemented outside of the reconstructive loop of H.264/AVC
sequence begins with IDR (Instantaneous Decoder Refresh oo : : .
ernrcoder. Another possibility is the insertion of watermark into

followed by the other coded parts - Data Partition Slices. h " . "
e structure of video codecs (such as "motion vector" or a

Specialized NALU's Parameter Set and Supplementa . o
. new syntax element Reference Index). A third possibility
Information Ehancement are not part of the VCL and carr . ;
ccurs in the process of transformation, whereas the fourth

additional information, which is not necessary for decoding . / o ;

ption occurs in the quantization process. It is clear that the
H.264 stream last three algorithms implemented within reconstructive loop

Fig. 1. shows the basic blocks for processing aff H.264/AVC encoder. Last possibility of inserting a

uncompressed video, which compose the H.264/AV@atermark in compressed video stream and it is implemented
encoder. Predicting the content of the current frame itside the loop reconstructive H.264/AVC encoder.
performed in the block Predictor based on one or more
previous or future frames. The frames based on which theln this paper, watermark insertion algorithm before
contents of the current frame are called reference frame#coding the video content is used. The applied concept
H.264 / AVC standard defines the frames of type | (intra), &lows insertions of the watermark in each frame, which will
(inter) and B (bidirectional) that uses one or more (past #if the extraction process to provide a range of extracted
future) reference frames. A powerful mechanism for exploringatermarks from each frame. There are the two major classes
the similarities in the current figure or figures, which precedef algorithms for watermarks insertions in uncompressed
respectively, below, is the basic strength of H.264 encodeideo. The first class of algorithms is based on inserting a
Anticipating the contents of certain parts of the image basegtermark in the spatial domain, while the second class of
on the perceived similarities, it is possible to form a "residualgorithms is based on modifying the coefficients in the
frame" with much less data. The consequence of this approaghsformation domain. In case the first class of algorithms
can be neglect of fine detail in the frame, which will have applied to images or video, watermark is hidden in the values
negative effect on the inserted watermark. The consequencebfuma and/or chroma components spatially distributed pixel
this approach is the variable quality of the video, thusnages [7], [8], [9].
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Watermark

il matrix in the right singular vectors. Singular vectors specified
M image geometry while singular values specified luminance
i (energy) images.

NN Step I,: SVD decomposition of watermark:

@- W= Uy Sy = AnaViy - 2)

- Watermarked . . . . .
frevdediten YOV é uncoded video YUV Step |4 Insertion of the principal components of tAg, in
diagonal matrix S with inserting factar

inserting watermark

Fig. 2. Insertion of the watermark before encoding H.264 / AVC _
encoder § = S+aAya. 3)

Algorithms which belonging to this class is relatively easy toStep |- Creating images with watermark:

implement but are not sufficiently robust when processing Q\/:USLVT )
video signals, especially in the implementation of video '

compression. Another class of algorithms is based on the ) ) N )
modification (modulating) the transformation coefficients of ~The extraction of the watermark from imagg, that is
videos based on the transformation coefficients of tHeotentially due to superimposed noise different frag are
watermark. The transformation coefficients can be obtainé@plemented by algorithm, which consists of thesteps:
by the DCT (Discrete Cosine Transform), FFT (Fast Fourier Input:

Transform) or SVD-a (Singular Value Decomposition). The ' _ . o
inserted information can be extracted by inverse procedure V"?‘e_o W'th inserted \{vatermark,_ series of matriggs,
from the modified transformation coefficients [7]. The * Original video, a series of matricas

algorithms of this class have higher performance robustness in®_ Inserting facto.

relation to the watermark inserted in the spatial domain. Fig. OUPUt:

2. shows the algorithm inserting a watermark in each frame * Extracted watermariv*.

uncompressed video with inserting factor @ < 1, while the ~ Step E1: Creating differences from the Original and
encoding profile defined set of parameters H.264/Av@atermarked frame:
encoder.

* _ A - 5
B. Reliable SVD algorithm (AN ) Al ()

In this paper, for inserting a watermark in the vide®tep E,: Computingprincipal component:
sequence, algorithm based on SVD decomposition are used.

This algorithm represents an improved version of the algorithm Ul (\/T )-1

presented in [7], which eliminates the problem of false A

positives watermark. Applying this algorithm to each frame of Avg =— (6)
the uncompressed video sequence, protected video are a

obtained. The input or the output parameters of the algorit
for the installation of the watermark are:

Input: W = AV )
* A series of matrix Amx, which representing
uncompressed frames of video sequences.

I'g'ep Es: Computing watermarld* as follows:

e Matrix Wy«, Which representing figure — watermark IV. EXPERIMENT AND RESULTS
for embedding in video sequence.
* Inserting factor. As watermarks in this paper are used central parts of the
Output: _ _ figures [10]: 'Baboori,” Boat' and “Lend shown in the left
*  Video with embedded watermark — series of the matrgglumn of Table I, respectively. Resolution of images that are
AW, - used as watermarks and the resolution of the video to be
The algorithm for inserting a watermark in a video frame igrotected are 352 x 288 pixels. In the experiments, we used
displayed in fout steps: the first 50 frames of uncompressed video stream
Step 1,: SVD decomposition of the matrix, frame A: “Foreman.cif. For inserting the watermark in all frames, the
constant factor of insertiom= 0.05 is used. The encoding and
A=USV', (1) decoding of video sequences was performed JM reference

software ITU (International Telecommunication Union) in
where A is the original frameU and V are orthogonal version 18.4 FRExt [11]. Basic encoding parameters used in
matrices of dimensions m x n and n x n, respectively, withte experiment belong HIGH profile: ProfilelDC=100,
diagonal matrixS of dimension m x n with elements thatintraPeriod=12, NumberReferenceFrames=5, and
represent singular values. The columns of the mafriare NumberBFrames=7. To improve the quality of the extracted
called the left singular vectors, while the columns of th@atermark was used in the presented iterative algorithm [9].
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WATERMARKS APPLIED IN EXTRACTION ALGORITHM(LEFT COLUMN)
BABOON, BOAT AND LENA, AND EXTRACTED WATERMARKS (RIGHT
COLUMN)

Watermarks used in

: : Extracted watermarks
extraction algorithm

To protect the video sequencd-cdremari, watermark
“Lend is inserted in each frame. The watermark

efficiently, which was removed a basic lack of standard SVD
algorithm for insertion/extraction watermark. All the
advantages of the standard SVD algorithm are preserved, and
reliable SVD algorithm eliminates the drawbacks described
above.

V. CONCLUSION

In order to prevent illegal copying and distribution of video
content is often used technique for inserting a watermark in
uncompressed video. In the process of encoding video content
H.264/AVC encoder comes to video degradation, and
therefore the inserted watermark, which significantly
complicates the extraction. This paper, analyzes the reliable
SVD algorithm for insertion/extraction of the watermark from
the video that is coded H.264/AVC encoder. Results of this
study show that the reliable SVD algorithm is resistant to the
occurrence of false positive problems when inadequate
watermarks are used in the extraction process. When used
properly watermark in the extraction process, using an
iterative algorithm to improve the extracted watermark,
obtained satisfactory results. In this way, the authors of
multimedia content can prove ownership of the video content
and thus gain their copyright. Reliable SVD algorithm can be
efficiently used to protect video content while preserving all
the positive characteristics of classical SVD algorithm.
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