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Abstract — In recent years, Wireless Sensor Networks (WSN)
has become the most efficient tool for solving many humanity
problems. The increasing development of Micro Electro-
Mechanical Systems (MEMS) and the availability of low-cost
hardware, such as CMOS cameras and microphones, has
fostered the development one other kind of WSN, named
Wireless Multimedia Sensor Networks (WMSNSs). However, the
need to transfer large amounts of data from sensor nodes to the
primary base station, due to limited bandwidth and limited
power consumption in multi hop wireless communication, is a
major problem to be solved. In this paper, we give a
comprehensive description of the problem, principles and
standards that are important for transmission of multimedia
information in applications such as real-time multimedia
streaming, video conferencing, conversational services (video-
conferencing), surveillance, overhear reality etc. The paper
presents analysis which indicates how savings in the amount of
data, that is sent, affects to the lifetime of sensor node and
therefore the entire lifetime of WSN.
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|.INTRODUCTION

Wireless Sensor Networks (WSNs) has become a big
challenging issue for researcher community in the last few
years. They represents one kind of wireless network
composed of small sensor nodes (SNs) with limited computer
resources, which are capable for gathering, data processing
and communicating among each other completely
independently [1]. WSNs are cost effective and distributed
solutions implemented in various environments where
conventional networks are impractical. WSNs have currently
deployed in a wide range of applications as a sensor is
becoming smaller and production cost is smaller. On the other
side, the increasing development of Micro Electro-Mechanical
Systems (MEMS), the availability of low-cost hardware, such
as CMOS cameras and microphones, has fostered the
development the other kind of WSN, named Wireless
Multimedia Sensor Networks (WMSNSs). They are capable to
sample the physical environments at unprecedented
spatiotemporal resolutions. Because of that, they can recorded
many multimedia information such as images, video and
audio streams from the environment, which allows their
applicability into many data-intensive applications. All of this
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information requires an enormous amount of data to be sent
through the network. Unlike traditional wired networks, the
reliability of data transfer in WSNs is not a critical parameter.
Namely, for most WSNs (monitoring environment, object
tracking, etc.) some occasional amount of data losses is
acceptable. However, as WSNs become ubiquitously
deployed, such as multimedia and process control WSNSs,
reliable data transfer, RDT, is required. In this kind of
applications every byte of the data packet has to be, reliable
delivered to the destination. On the other side, the need to
transport the massive amount of data generated by sensor
nodes to base stations poses a fundamental challenge due to
the limited node bandwidth and high power consumption of
multi-hop wireless topologies. This implies that more conflict
in traffic, more congestion in accesses, and more packet
retransmissions among SNs are needed. As a result, the SN's
power consumption increases, while its lifetime period
becomes shorter.

In this paper, we look at the problem of efficient and
reliable data transport in WMSN. We propose a new solution
for information delivery in both directions — upstream (from
sensor node to master node — sink) and downstream (form
master node to sensor node). Our solution ensures reliable
data transport in both directions with much better relation
between payload data and header (reduced header) in spite of
well known current solutions [2]. In the remainder of this
paper, in section 2 we explain some important features that
characterize data transmission in WMSM. The third section
gives a suggestion for new solution intended for reducing the
number of bytes in the header of the transport protocol.
Analysis of its success from the standpoint of increased
lifetime of WSN is given in the fourth section. The fifth
section concludes this paper.

Il. CHARACTERISTICS OF MULTIMEDIA DATA
TRANSMISSION

Due to the large differences in data transmission, a large
number of network protocols developed for the classical WSN
are not usable or require specific changes in WMSN [3]. The
main difference lies in the fact that the majority of protocols
developed for WSN focused on reducing energy consumption
(low power) of SN in the network, because the flow of data in
such networks is very low. Unlike them, WMSN protocols, in
addition to the conditions (energy-efficiency), are faced with
two new additional problems to solve: significantly increased
the intensity of traffic and the need for greater communication
quality (QoS). Usually wireless environment is error prone
environment, what means that is an environment with a large
percentage of errors in transmission (40%-70%) [4].
Therefore a reliable and efficient transmission of such data is
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a very complex problem [5]. Hereafter, we will point to some
important features in the transmission of data in WMSN,
which are representing the basic things on which we must pay
attention, and that require the efficient solutions.

A. The increased number of packets

In addition to significantly increased amount of data that
the network needs to transmit, there is a problem in the speed
with which data is sent. Thus, while the data rate in WSN is
usually about 40 kb/s, in WMSN we must have min. 64 kb/s
to send audio data, and min. 500 kb/s to send the video signal
[6]. Bearing in mind that the delivered packets are with the
length of payload data limited around of 30 bytes, it is clear
that here we have a very large amount of packages. On the
other side, the amount of packets further increases because we
have many redundant packets coming from other neighboring
SNs, due to multi-hop communication. The traffic intensity
increases with in-sink approach, because it collected all the
data coming from the peripheral SNs. Another problem is the
different intensity of traffic, that can be classified as periodic
or event triggered (event driven).

B. The degree of reliable packet

In most cases in WSN, the degree of reliable (reliability)
data was not great. This has arisen from the fact that most
applications are not required that each packet is received. It is
sufficient to receive only one correct package from SNs from
a region, not all, because in most case, they have the same or
similar information. It gives us more freedom in the
development of network protocols for WSN. But in the
WMSN it is not the some case, because the nature of the
information transmission through network must be provided
with completely reliable transmission. This fact making them
very closely to standard wired networks. On the other hand,
however, all multimedia data, images, video or audio
information consists of data that have different standards for
secure data transmission. To achieve a data rate of multimedia
information that had previously been described, SNs can not
send all data from which this information is made. They sent
only some relevant frames that contain some parts of this
information, while the rest of the information will be obtained
through different methods of interpolation at the destination,
i.e. at sink. For example, it is critical to lose during
transmission the packet with ROI (Region Of Interest) data if
it is coding with JPEG 2000, or I-frame with MPEG
compression [7]. If this happens, we irretrievably loss the
transmitted information, and interpolation method is not
possible. In WSN's two methods to solve this problem are
used: HtH (Hop-to-Hop) and EtE (End-to-End). HtH method
is demonstrated better results than the traditional EtE
mechanism, because it reduces the density of traffic and
thereby saving power consumption of SNs, which means long
lifetime of WSN. Due to the large number of packages
making up the information in WMSN better results have
shown when a combination of both methods is used [7].

11 byte 28 byte 7 byte

Header: Meta data:

e
lenght - data lenght

(1byte) tx_power - energy value (1 byte)
fct- frame control field (2 byte)  rssi- received signal strength (1 byte)
dsn - data sequence number (2 byte) lgi - link quality indicator (1 byte)
destpan - destination PAN ID (1 byte) crc- CRC code (1 byte)
dest.addr. - destination address (2 byte) ack - ACK for each package (1 byte)
sour.addr. - source address (2 byte) time - time stamp for each pac. (1 byte)

type - packet type of data (1 byte) rx_interval - receive interval time (1 byte)

Fig. 1. Structure of message_t package in TinyOS

C. Packet size

In most applications, communications in WMSN consists
of a large number of packets which must be sent to only one
frame. The size of these packages is limited to the applied
operating system and the size of the transmitter buffer in SNs.
Thus, TinyOS, which has become almost standard operating
system for WSN, use program structure message t for
communication between the SN's (see Fig. 1) [8]. It consists
of the standard size of 28 bytes for useful data size and a 11
byte for header. On the other hand, the standard
communication chip CC2420, standard IEEE 802.15.4, use
128 bytes for packet length. In both cases this size can be
changed by program operation [9]. Bearing in mind that the
standard package, that is sent, have 28-110 byte useful
(payload) data (message_t in TinyQS), it turns out that the
number of packets which must be sent for only one picture are
very large and exceeds the number of over a thousand
packages. As in these packages we have great part of "useless"
data header and meta data (28/18), is of great importance that
these "useless" data reduce to a minimum. Primary role in it
should be played by the development of new transport
protocols designed for multimedia transmission of
information, which should reduce the amount of data that is
sent for header and metadata [9].

D. Control of traffic density

Eeffect of increased traffic in these networks should be
emphasized. Due to large amounts of data required to send a
multimedia information, and taking into account that the
packets are sent from these data are limited to 28-110 byte
useful (payload) data, it is clear that the number of packets are
very large. On the other hand, the number of packets is further
increase with many redundant packets arriving from other SN.
The traffic intensity increases with the approach of the main
sensor node - sink, because it collected all the data coming
from the peripheral SNs. A special problem to solving this
problem is the different intensity of traffic that can be
classified as periodic or event triggered (event driven). This is
that the traffic becomes very intensive only when there are
changes in the monitored region. For any other time, the
intensity is very small, i.e. it is almost nonexistent. Due to the
nature WMSN, the detection of changes in time, there is a
large number of redundant data. It follows from the fact that a
large number of SNs can detect the same event. To effectively

120



solve this problem we need to develop more algorithms that
will contribute to: the effective selection of the observed
events and the elimination of redundant data, detection and
elimination of traffic congestion, congestion avoidance and
control traffic flow in WMSN. Most of these algorithms base
their decisions on the utilization of the buffer control in the
SNs, as well as to control the frequency/speed of sending data
(ACC-Active Congestion Control) [4].

I11. PROPOSED SOLUTION

During development of the new transport protocol we were
aware that the protocol must primarily meet the requirements
of energy-aware protocol type, and is simple enough to be
implemented in hardware and software of a large number of
WMSN applications. In addition we were aware that in the
future, because of the increased need to carry more
multimedia data will need a protocol that will enable reliable
transmission in both directions. Therefore, the proposed
solution is treated equally and provides reliable data transfer
(reliable transport of data) in both directions, up-streams and
down-streams. In most applications that need to transmit
multimedia information, communication consists of a large
number of packets to be sent for only one frame. Such as, for
sending of a typical video images, we need about 25-30 MB
(28 888 bytes in JPEG or 319 254 BMP-byte code) [6].
Having in mind that the standard package that is sent take
from 28-110 bytes of useful (payload) data it turns out that the
number of packets to be sent to only one picture is about 263-
1032 packets. As in these packages is usually a very small
number of useful data, in relation to information relating to
the header and metadata (28/18), if we succeed to reduce the
size of "useless" data, we will save a considerable amount of
energy. In this way, we will increase the useful data and the
total packet length would stay the same, which would lead to
a significant reduction in the number of sent packets. As for
the specific topology of these networks, communication
mechanism is multi-hop (hop-by-hop), every SN's in addition
to basic functions, detection of an event, should meet the
function of the router, i.e. to redirects the large number of
packets passing through it. This means that if we have multi-
hop communication we have much more packets between
SNs. Saving only one byte in packets which are transmitted,
we can save a large amount of power energy due multiplies
number of skips between SNs. On the other hand, reducing
the number of packets reduces the intensity of traffic, and
thereby reducing the percentage of errors. All this contributes
to saving large amounts of power energy in the SN's, which is
the main goal of any protocol in WSN [10].

The basic idea of our solution consists in reducing the
header, and increases the space for transmits useful
information. This is done in header in which we dropped 2B
which are used to denote the unique data sequence number of
packets being sent (field dsn on Fig.1). To maintain unique
identification of packets sent, it is compensated by multiple
different addresses that are dynamically allocated to SNs. All
addresses within a segment of the WMSN dispose the main
(master) node. From the standpoint of IP addressing this node
acts as a DHCP server. It dynamically assigned addresses to
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SNs, depending on the traffic intensity, quality, quantity and
direction data. One node in the sensor network can have one,
two, four or more addresses (2" address), which are awarded
based on traffic load, the number of SN's that have data to
sent, and the amount of data being sent. If exists only down-
stream communication, master SN all available addresses
assigned to SN's. In the case of up-stream communication
each SNs has only one base address, while all the remaining
addresses are assigned to the master SN. Each message can be
divided into multiple packets; each of them becomes a unique
packet that can be sent independently. The number of packets
depends on the number of addresses assigned to the SN.
Destination SN collects all the packages and create message
that is sent. The order of packets arrival at the destination is
not important, because all packets is with different addresses
and actual reconstruction of the message can be done. If the
size of message that is sent is greater than the number of
packets, i.e. address range assigned to the SN's, then a
message is divided into blocks where each block has as many
packets as the addresses assigned to SN's.
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Fig.2. Transport sequence of frames among SNs in WSN

The Fig. 2 shows the process of sending one message which
consists of two blocks of 4 packets (SN destination addresses
have been assigned to 4), as well as the procedure is carried
out with the bad reception of a frame. The Fig. 2 shows that
the transient SN uses technique NACK, meaning that the
transient SN can accept packets in any order.

If you accept a framework that is in the order, NACK
message is sent only after the expiration of a timer that will
later be explained. Each node accepts the framework is its
buffering and passes it to the next node. Preferably the buffer
size in each node is the same for all SN's. After the final
destination SN receives all packets from the first block (in our
case, all 4 packets), it sends an ACK message to the original
SN who started this sending. On this basis, each SNs can reset
its buffer in preparation for receiving new data block. Due to
the nature of WMSN, primarily due to the large number of
errors in communication, it is possible that many transient
SNs do not receive the correct packets. In order to still allow
each SNs that can accommodate all packets sent and to reset
its buffer and receives a new frame with the same address, our
solution introduced the three delay counters on each SNs. The
role of the first counter is to disable the receipt of the frame



currently sending NACK messages, unless it receives a frame
in the sequence, because it assumes that it can also be delayed
by multiple pathways. The second counter is introduced to
allow sufficient time to each SNs that can be requested to
resend the frame. It has a role to control the speed of sending
the frame and thus the intensity of traffic in the WMSN. Each
detection NACK message causes increase the value of the
delay counter SN who received the message. In the initial
state of the state of the counter is set to 0, and its value
increases depending on the number of NACK messages that
have reached him. The greater the number of received NACK
message, the greater the value of the counter because it is
assumed that there was deterioration in a relationship: higher
traffic density, or communication problems. The third counter
is reset to enable the role of the receiving buffer if the
connection is asymmetric and difficult conditions, has not
received a return ACK message. The timer is activated upon
receipt of all necessary frameworks from one block (4 packets
in our case). Now, if it receives a new data set with the same
addresses and the value of the counter has expired, it is
possible to reset the receive buffer and a new block of data
regardless of whether we have received confirmation ACK
from the destination node. When the ACK message arrives to
the source, SN continues sending the next block of data that
are stored in boxes that have the same address as the previous
one, but with other information (now the packets 5, 6, 7 and 8
have addresses 1, 2, 3 and 4 respectively). The procedure is
repeated until the entire message is sent.

V. ANALYSIS OF PROTOCOL SUCCESS

In order to evaluated our solution and the main savings for
assigning multiple addresses to each SN wictc gets the
required reduction in the header bytes in the frame to be sent.
Now there is no need to send the data sequence number of the
packet because it is uniquely determined by the address of SN.
We will assume that the sensor network operating in ideal
conditions, i.e. that no additional retransmissions and analyze
the total number of packets are sent in function of number of
pictures. We will study the case when the packet size is
standard length of 46 bytes (11 byte header, 28 bytes of
payload data bytes and 7 meta data) for standard message_t
and compare with our solution.
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Fig.3. Number of packets in function of transmitted pictures
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According to the graphics presented in Fig. 3. it can
conclude that our solution always give better results. As the
number of transmitted image increases, the difference in the
transferred messages in favor of our proposed solutions,
increase.

V. CONCLUSION

Transmission of multimedia data in environments that are
subject to a number of errors is a very complex problem.
When you add very poor resources of SNs, complex nature
and unpredictable conditions in which they work problem is
even more complicated. Just because of this, issue is very
interested many researchers and currently represents one of
the most researched areas in the WMSN. This paper has
attempted to group together all the issues and parameters that
should be taken into account for this transfer, to assist in the
further development of an efficient protocol for transmission
of multimedia data. We propose a simple solution, with
reduction of the header for the only two bytes. Our calculation
show us that can be achieve to savings about 1.8-6.66 % per
packets (depends of packet length: 128 or 46 bytes) and thus
extend the life of the entire WMSN. It should be noted that in
the paper we shows the example when it comes to single-hop
data transmission. If it is applying multi-hop transmission,
that is standard for the WMSN, these will be obtained even
better results because the number of packets transmitted
increases even more.
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