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Abstract —In this paper, we have determined the physical layer
security of system with an arbitrary number of sensors which
send the sensed data to the sink. An eavesdropper tries to
intercept the communication of each sensor-sink channel under
composite Generalized K fading conditions. Looking for the
optimal sensors’ scheduling scheme, in order to minimize
eavesdropper’s overhearing, the expressions for evaluating
intercept probability in the case of round-robin and best-node
sensors’ scheduling are derived. Obtained analytical results are
in term of Meijer’s G functions. Based on analytics, the impact of
fading/shadowing condition parameters, the number of sensors,
elected sensors’ scheduling as well as the impact of various the
average main signal-to-eavesdropper’s signal ratios on intercept
probability is analyzed, and presented through numerical results.
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. INTRODUCTION

Initially, wireless sensor networks (WSNs) were used for
variety of purposes in military, industry, and today they are
challenging in applications such as Internet of Things, smart
grid, smart home, etc [1]. Incorporation of WSN provides data
sensing, monitoring and communication controlling [2]. The
main issue to be taken into account when implementing WSN
is for certain system security throughput. Namely, it is very
hard to keep simultaneously the WSN’s reliability and
security on some enviable level, due to the fact that sensors’
communicate over an open radio channel medium [3].

A lot of papers deal with traditional cryptographic
techniques in securing wireless communications. Still
cryptography utilization is not quite suitable in WSN because
of high hardware complexity requirements and large energy
consumption. Additionally, an eavesdropper as authorized or
unauthorized WSN user usually owns unlimited computing
power and thus can easily break down confidential keys using
brute-force attack.

In this context, physical layer security is an alternative in
securing WSN based on exploiting the wireless channel
propagation characteristics [3]. The physical layer security
works were established by developing higher secrecy rates for
typical wiretap channel so-called Wyner's channel consisting
of a source, a destination node and an eavesdropper [4]-[6].
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The secrecy capacity of such a wiretap model over non-small
scale fading channels was investigated in [4]. The security
system enhancement over generalized Gamma fading
channels was presented in [5]. The security performance for
classic Wyner's model over generalized K (GK) fading
channels was studied in [6]. Relying on mixture gamma
distribution in modeling the signal-to-noise ratio (SNR) over
generalized K channels, novel analytical representations of
secrecy capacity and secure outage probability were given in
[7]. Again, considering approximate modeling of composite
Generalized K fading channels, the security of a single-input-
multiple-output system model was analyzed in [7]. Both, the
destination node and an eavesdropper were equipped with
multiple antennas, and both active and passive eavesdropper's
overhearing was considered.

Since wireless sensors are usually powered by limited
batteries sensor scheduling was proposed as a less energy
intensive scheme for WSN security [8]. Authors in [8] have
proposed optimal sensor scheduling scheme to maximize the
secrecy capacity of an industrial WSN over Nakagami-m
fading channels.

In this paper, we analyze WSN security performance in
scenario with multiple sensors and a single sink. The
communication is performed in the presence of an
eavesdropper over generalized K fading channels. We picked
the sensor scheduling analyzing method in order to
outperform the conventional relay selection [9] or artificial
noise method [10], also avoiding high implementation
complexity and saving sensors’ battery life. Thus, the
intercept probability expression for optimal scheduling
scheme is derived. Also, the probability of intercept for round-
robin scheduling scheme, as a benchmark, is presented. The
influence of wvarious systems’ parameters on intercept
occurrence is analyzed and discussed in the section Numerical
results.

Il. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a WSN that contains N sensors and one sink.
The set of sensors communicate with the sink using the
orthogonal multiple access methods such as the time division
multiple access or orthogonal frequency division multiple
access. An unfavorable licensed or unlicensed WSN node,
marked as an eavesdropper attempts to intercept the data
transmitted from the scheduled sensor to the sink. Typically,
in an orthogonal channel, a sensor with the highest data
throughput is scheduled to communicate with the sink.

In the system under consideration, we rely on the physical
layer security aiming sensor scheduling schemes which differs
from the traditional scheduling method. Namely, we assume
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that not only the channel state information (CSI) of the main
link is known at the sink but either the wiretap channel CSl is
also available. This is a justifiable assumption because the
eavesdropper could be a legitimate user in WSN who can be
interested in tapping of some secrecy data.

Let us express the received SNR from the ith main (sensor-
sink) link as

i=1...,N, Q)
si
where h; is a fading coefficient on the channel between the ith

2
sensor and the sink, P; is the transmission power and %si s a

variance of zero-mean additive white Gaussian noise
(AWGN). According to the Shannon capacity formula [11],
we can evaluate the channel capacity of the ith main link as

Rs (i):|0g2 (l+7/si) (2)

We have already assumed a possible presence of an
eavesdropper that attempts to intercept transmission on the ith
path. The attacker has a perfect knowledge of legitimate
transmissions from each main link, except of the signals that
are confidential [8]. So, the SNR tapped by the eavesdropper
can be written as

Ve =— 15— i=1...N, (3)

Oj

with he being a fading coefficient of the wiretap channel

2
between ith sensor and eavesdropper and Tei being the
variance of AWGN. Further, the ith wiretap channel capacity
can be calculated as

Re (i) =log, (1+ 74 )- (4)

Therewith, the secrecy capacity of specified ith sensor can be
defined as a difference between the channel capacity of the
main link and sensor-eavesdropper link [11]

Csecrecy(i):Rs (I)_Re(l) (5)
I1l. INTERCEPT PROBABILITY EVALUATION

A. Round-robin scheduling intercept probability

When N sensors, all by random, access a given transmission
channel with equal chance for sending its sensed data, the
scheduling scheme corresponds to the conventional round-
robin scheduling scheme.

We consider that the ith sensor is scheduled to transmit
confidential signal with a rate Rs(i) which is specified as the
maximum achievable rate. The probability of intercept is then
the probability that secrecy capacity of the ith link becomes
non-positive which yields to [8]

Ric =Pr[ Careey (i) <O =Pr[R (i) <R (i)].  (6)

By substituting (2) and (4) in (6), and after some mathematical
manipulations we get

Pi;n = Pr[?’si < 7ei]:j0x(joyei Py, (75 )d75i) Py, (7e1)d7e (7)

It was earlier pointed out that the wireless channels between
neighboring nodes, are modeled by Generalized K fading
model. Thus, the probability density function (PDF) of SNR
over the ith main link has the following form [12]

mg; +Kg;
= mS|+ksi72

= 2 msiksi 2 _7 2
p;/si (}/SI)_ r(msi)r(ksi)( 775i 7/SI

mk 1/2
XKksi—msi |:2( si75i7si J ]
si

where T'(-) denotes the Gamma function [13, eq. (8.310)],
K, (-) is the gth order modified Bessel function of the second
kind [13, eq. (8.432.3)], while ms and ks; denote the multipath
fading and shadowing parameters, respectively. The
parameter 7 =E[y | is the ith main link average SNR

(E[] is the expectation operator).

Similarly, the PDF that describes SNR on the ith wiretap
link is

2 Mke | 2 0
Pr (“‘):r(mei)r(kei)[ 3 '

M.k 1/2
XKkei—mei |:2[ eiyei Yei ] ]
ei

with me and ke being the multipath fading and shadowing
shaping parameters over ith wiretap link, respectively and
77ei = E|:7/ei :|

So by substituting (8) in (7), then transforming the Bessel K
function into Meijer's G function according to [14, eq.
(8.4.23.1)], and relying on [15, eq. (26)] we solved the first

integral in (I) and we get
1 ]
I(si W Si 1 0

Mg K Vei
wGlz,é»l{ S|)73.| ei
P-i _ si
'”t Jo T(mg ) (kg)
where G'7(-) denotes the Meijer's G function [13, eq.
(9.301)]. Further, by substituting (9) in (10) and using [14, eq.

(2.24.3.1)], we derive the probability of intercept of that
overheard sensor-to-sink link, as

p;/ei (7ei)d7ei ! (10)
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Gz,s( mkg [L1-Ke,1-mg
3,3
i mei I(eiﬂ'i I(si ) msi ’ 0

" r(msi)r(ksi)r(mei)r(kei)

with 4 =y, /7, being the ith average main signal-to-
eavesdropper’s signal ratio (MER).

The round-robin scheduling intercept probability is the
mean of all N intercept probabilities, leading to

o _1xp
Pt = 2 P
i=1

: 11

(12)

B. Best-node sensor scheduling intercept probability

Relying on (5), the best-node scheduling criterion by which
the optimal sensor is scheduled to transmit confidential signal
to the sink, can be expressed as [8]

Optimal User = arg max Cqeeecy (i)
ieS

_ (13)
=argmax log, G+ Vs J

ieS e
where S denotes the set of N sensors. We assume that each
sensor estimates its own CSI and sends it to the sink. The sink
collects all the sensors' CSI and determines the optimal one
for communication. So, the secrecy capacity for this scenario
can be obtained as [8]

1 .
Comeay™® = maxlogz( s ] (14)

ieS l+7ei

Moreover, the expression for intercept probability of the best-
node scheduling scheme becomes

secrecy

1 .
= Pr| maxlog, s | <o,
ieS 1+7e

For different sensors, random variables % and % are
independent of each other, so the previous equation can be
rewritten as

N
1+yg
best—nod H Y
P P{Iogz [1+7:: ]<O}
i=1

N
=Hpr|:7si < 7/ei:|
i=1
N .
:HPi:]t
i=1

best—nod best—nod
PintESt node :PI’|:C est—node <Oj|
(15)

(16)

IV. NUMERICAL RESULTS

Numerical results are obtained according to derived
expressions (11), (12) and (16) in Mathematica software
package. The Meijer's G functions are special built-in
functions in aforementioned software.

Fig. 1 shows the intercept probability dependence on the
average MER of each ith path (4i=4, i=1,..., N). The both
conventional round-robin and the best-node scheduling
schemes are analyzed when N=5 sensors are active in
considered WSN. From the figure, we can notice that the
optimal  scheduling scheme sufficiently outperforms
traditional round-robin scheduling scheme. For A=14dB, Pix
values for optimal scheduling scheme are low, even lower
than 10 in lighter fading/shadowing channel conditions,
while Pin value for round robin scheduling are barely 5x10-3
in the presence of the most favorable channel conditions
(mg =my =3.1, k; =k, =3.7). Bad channel conditions over

the main and wiretap links are fertile for eavesdropper’s
overhearing. Differently interpreted, the deep faded and
severely shadowed channels decrease system’s secrecy
capacity.
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Fig. 1. Intercept probability versus the average MER over
different fading/shadowing channel conditions
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Fig. 2. Intercept probability in the function of different number of
active sensors for both scheduling schemes

Fig. 2 illustrates the intercept probability versus number of
sensors in WSN. We assume that the distances between

316



Sozopol, Bulgaria, June 28-30, 2018

neighboring nodes are small which refer to the scenario with
similarly composite fading conditions over links. This can
explain the constant value of Piy for round robin scheduling
scheme versus number of sensors. Namely, by averaging all

P!, over N, for identical fading/shadowing parameters, it is

obvious that the final Piy is only dependent on the MER
value. On the other hand, by increasing the number of WSN
users, the best-node scheduling intercept probability
decreases, even in the scenario under consideration, especially
when the average MER increases. For example, when number
of sensors increases from N=5 to N=7, the Pi, decrease for an
order of magnitude when A=5dB, while the decrease of the
Pint is almost two orders of magnitude when 1=10dB, for the
same increase of number of users.

In overall, Fig. 1 and Fig. 2 confirm the advantage of
exploiting the best-node scheduling scheme in defending
against the eavesdropper’s attack.
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Fig. 3. Intercept probability for the best-node scheduling scheme
over various shadowing channel conditions
The intercept probability of optimal sensors’ scheduling
scheme versus shadowing shaping parameter of the main and
wiretap links is presented in Fig. 3. Lighter shadowing
channel  conditions  allow  securer  sensor-to-sink
communications. It is obvious that the worst shadowing
channel condition scenario (kg =k =0.5) implies the worst

security WSN case. The possibility of interception events’
occurrence decreases when shadowing shaping parameters
increase. In addition, we can notice that for 1<0dB the
influence of channel state conditions on the probability of
intercept is vice verse.

V. CONCLUSION

In the paper, we investigated the physical layer security of
WSN over composite fading channels employing the optimal
sensors' scheduling scheme. We derived the closed-form
expression  of intercept probability, under given
circumstances. Obtained results showed that increasing
number of WSN sensors benefits only when the best-node
scheduling scheme is applied. Favorable channel conditions

i.e. higher values of fading/shadowing shaping parameters do
improve the secrecy in sensor-sink communications.

Proposing of novel optimal sensors’ scheduling scheme in
order to enhance WSN security will be considered in our
further work.
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